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JUSTIFICATION OF BANK FINANCIAL SECURITY MANAGEMENT STRATEGY

Abstract. Inconsistency of modern conditions of commercial banks operation pose a threat
to their activities and existence. Therefore, the problem of ensuring the financial security of banks is
relevant. Ensuring the financial security of the bank should be based on a scientifically sound
strategy that involves action on certain functional components of security.

It is proposed to use a functional approach to the integrated assessment of the level of
financial security of a banking institution, which takes into account four groups of indicators —
capital and resource, credit and investment, currency security, as well as the security of bank
income and expenses. This approach makes it possible to quantify the impact of each group of
indicators on the level of financial security of a banking institution. An integrated assessment of the
key components of the bank’s integrated financial security indicator revealed that the four surveyed
banks are characterized by a sufficient level of financial security. The results of the integrated
indicator of financial security of the bank should be used in developing a strategy for ensuring the
financial security of the bank.

The article proposes and substantiates the theoretical and methodological foundations of
the strategy for ensuring the financial security of the bank. It is substantiated that to achieve a
certain level of financial security of the bank it is advisable to use the GAP-method. It is proved
that the application of this method will allow to single out only those components that have the
greatest impact on the level of bank security and which need to be influenced. It is established that
the strategy of ensuring the financial security of a banking institution should be aimed at bridging
the gaps in key indicators. The methodology of game theory was used to establish the expediency
of overcoming strategic gaps. It is proved that the application of the chosen methods of strategic
planning will allow to quickly identify the causes of deviations from the safe level of the bank and
justify the feasibility of influencing certain factors.
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OBIPYHTYBAHHS CTPATETI'TI 3ABE3ITIEYEHHSI ®IHAHCOBOI BE3IIEKHA BAHKY
AHoTanisg. MiHIMBICTh CydacHH YMOB (PyHKIIOHYBaHHS KOMEPLIHHUX OaHKIB CTBOPIOIOTH
3arpo3u I iXHbO1 AISUTBHOCTI Ta icHyBaHHA. Tomy npobieMa 3a0e3rnedeHHs GpiHaHCOBOT Oe3meKH
0aHKIB € aKkTyajbHOIO. 3a0e3nevyeHHs (piHaHCOBOT Oe3nmeku OaHKy MOBMHHO BiOYBaTHCS Ha OCHOBI
HAyKOBO OOIPYHTOBaHOi cCTparerii, mo nepemdayae Jif0 Ha TEBHI (PYHKIIOHAJIBbHI CKJIaJI0BI
Oe3MeKH.
3anpornoHOBaHO BUKOPUCTOBYBAaTH (PYHKIIOHAIBHUM MIAX1J1 A0 1HTErpaJibHOI OLIHKH PiBHS
(inancoBoi Oe3mekn OaHKIBCHKOI yCTaHOBU, SKHH mepeadayae BpaxyBaHHS YOTHPU TPyI
NOKAa3HUKIB — KamiTaJlo-peCypCcHOi, KpeAUTHO-IHBECTHIIIMHOI, BaJIOTHOI Oe3neku 1 Oe3nexu
noxoliB Ta BuUTpaT OaHky. Lleli migxim mae 3MOry KiIbKICHO OLIIHHUTH BIUIMB KOXKHOI TpyId
NIOKAa3HMKIB Ha piBeHb (iHAHCOBOI Oe3rmekn OaHKIBCHKOI YCTaHOBH. [HTerpaibHa OILIHKA KIIFOUYOBHX
KOMIIOHEHT 1HTerpasibHO1 MOKa3HHKa (iHAHCOBOi Oe3nmeku OaHKy MO3BOJWIA BUSBHUTH, IO IS
YOTUPHOX JIOCTI/DKYBaHUX OaHKIB XapaKTepHHH JOCTaTHi piBeHb (iHAHCOBOI Oe3MeKH.
Pe3ynbratu iHTErpasibHOTO MOKa3HUKa (IHAHCOBOI O€3MEeKH OaHKY JOLUIEHO BUKOPUCTOBYBATH TIPH
po3polIIeHH1 cTpaterii 3abe3nedeHHs (iHaHCOBOI Oe3Mekn OaHKy.
3anporoHoBaHO Ta OOIPYHTOBAHO TEOPETUKO-METOI0JIOT1UHI OCHOBU ()OPMYBAHHS CTpaTerii
3abe3nedeHHs (iHaHcoBoi Oe3meku OaHky. OOIpyHTOBAaHO, IO JJIs JOCATHEHHS MEBHOTO PiBHS
(hinancoBoi Oe3neku 6aHKy AOITBbHO BUKOpucToByBatn GAP-MeTon. JloBeneHo, 0 3acToCyBaHHS
LBOTO METO/AY J03BOJIUTh BHOKPEMHUTHU JIUIIE Ti KOMIIOHEHTH, Ha AKI HaiOUIbIIe BIUIMBAIOTH HA
piBeHb Oe3rneku 0aHKy 1 Ha KOTpi MOTPiOHO BIUIMHYTH. Y CTAHOBJIEHO, IO CTpaTeris 3a0e3neueHHs
(inancoBoi 6e3nexu 0aHKIBCHKOI YCTAHOBH MOBHMHHA OYTH CHIPsIMOBaHA Ha MOJIOJIAHHS PO3PHBIB 32
OCHOBHUMH TTOKa3HHKaMH. J[JI1 BCTAHOBJICHHS MOIUIBHOCTI TIOJIOJIAHHS CTPATETIYHUX PO3PUBIB
BUKOPHCTaHO MeTojoiorito Teopii irop. JloBemeHo, mI0 3acTocyBaHHS OOpaHUX METOJIIB
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CTPATEeTiYHOTO TUIAHYBAHHS JAacTh MOXKIIUBICTh INBUIKO BUSBIATH MPUYUHH BIIXWICHb BiJ
Oe3mevyHoro piBHA 0aHKY Ta OOTPYHTOBYBATH JIOIUIbHICT BIUIMBY Ha TIEBHI YHHHUKH.

Knwuoei cnosa:. pinancona Oesneka 6aHKy, cTpareris 3a0e3nedeHHs (piHaHCOBOI Oe3MeKH,
GAP-meton, iHTETpabHUN TTOKA3HUK (DIHAHCOBOT Oe3meKu OaHKYy.

®opmyi: 4; puc.: 0; Tabm.: 5; 6161. 17.

Introduction. The openness of the economies in different countries, the intensification of
globalization, permanent financial crises, the prolonged global pandemic have a negative impact on
the operating conditions and profitability of commercial banks. The security of the economy
banking sector is crucial for the development of the economic system and national security. The
significance of the banking system is that it is a donor to fill the real economy and the state with
financial resources. The banking system contributes to the intensification of investment processes in
the state, the organization of the movement of financial resources at all levels.

Under such conditions, the problem of ensuring the financial security of banking institutions
becomes especially relevant both in the world and in Ukraine, in particular. The development of a
sound strategy for financial security of the banking institution, taking into account the peculiarities
of the development of its individual functional components is particularly relevant. In order to
ensure liquidity, competitiveness and profitability, it is important to form an effective strategy for
ensuring and managing the financial security of commercial banks.

Research analysis and problem statement. The problem of ensuring the security of
banking institutions has been the subject of research by many scientists, in particular: D. Artemenko
[5], O. Baranovskyi [17], M. Baryliuk [9], P. Herasymov [2], Yu. Holoborodko [3], A. Epifanov
[7], S. Ksiondz [6], O. Khytrin [1].

The task is to systematize the existing approaches to defining the concept of «financial
security of the bank» and justify the strategy of its provision.

The purpose of the article is to formulate recommendations for the development and
selection of a strategy for financial security of commercial banks by a functional approach.

The following methods were used in the research process: abstract-logical analysis, system
and statistical analysis, mathematical modeling.

Results of the research. The development of the banking system is crucial for the
development of the economy as a whole. Banks are the locomotive of the development of the real
sector of the economy. Problems of ensuring the financial security of banking institutions have
attracted the attention of many scientists. However, during the scientific discussions and controversy,
scientists have still not been able to agree on an understanding of the concept of «bank financial
security». Thus, some scientists (Khytrin [1]) understand the «bank financial security» as the state of a
commercial bank, which guarantees its effective functioning. At the same time Herasymov P. A. [2]
understands the financial security of the bank as its stable and stable state, Holoborodko Y. O. — as
the state in which the optimal attraction and use of financial resources is achieved [3], Natochaeva —
as a set of elements that ensure the efficiency of the bank [4]. Of course, the authors’ opinion is
interesting. However, we believe that these definitions do not reflect the essence of the concept of
«bank security», but relate to the problems of ensuring the efficiency of its operation. Artemenko D.
A. emphasizes the measures to strengthen the security of the bank in his work. [5]. However, most
scientists (Ksiondz S. M. [6], Epifanov A. O. [7], Dmytrov S. O. [8]) emphasize the protection of the
bank from external and internal threats and neutralize their actions. Thus, the financial security of the
bank should be understood as the state of the bank’s security, which provides protection against
potential and existing threats, preservation and increase of assets, stability and achievement of
objectives in order to increase bank efficiency and strengthen market position.

Ensuring financial security cannot be chaotic. All actions must take place consistently,
purposefully, in accordance with the goal set by stakeholders. To this end, a strategy to ensure the
financial security of the bank is being developed. The strategy of ensuring the financial security of
the bank is a set of measures aimed at neutralizing external and internal threats, ensuring solvency,
liquidity and stability, efficient capital structure and the most profitable areas of its investments.
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The development of a financial security strategy should be preceded by an assessment of its
level. When assessing the integrated level of financial security of the bank, it is advisable to use the
methodology developed by O. 1. Baranovskyi and M. R. Baryliuk. This technique involves a tactical
and integrated assessment of the level of financial security and involves the assessment of the main
functional components: capital and resource security, credit and investment security, currency
security and security and security of income and expenses of the bank [9]. The advantage of this
method is the ability to identify problem areas of the bank. This will make it possible to direct the
strategy measures to eliminate the identified problems and not to waste financial and labor
resources. The level of the integrated indicator of financial security is assessed taking into account
Fibonacci law [9] and is determined by the scale: high level (0.7—1.0), sufficient (0.35—0.69), low
(0—0.34). An empirical study of the level of financial security will be conducted on the example of
the TOP-4 Ukrainian banks in terms of assets on 01.01. 2021, namely JSC CB «PrivatBank» [10],
JSC «State Savings Bank of Ukraine» [11], JSC «State Export-Import Bank of Ukraine»
(hereinafter referred to as JSC «Ukreximbank») [12] and PJSC JSB «Ukrgasbank» [13].

According to Table 1, all selected banks are characterized by a sufficient level of financial
security. However, JSC CB «PrivatBank» and JSC «Ukreximbank» have the lowest values.
Therefore, the development of financial security strategy will be studied on the example of these
banks.

Table 1
Indicators of integrated assessment of financial security of TOP-4 commercial banks of Ukraine
Capital Credit and Currency Security Integral indicator
Banking institutions investment . of income and level of financial
resources . security .
security and expenses | security of the bank
JSC CB «PrivatBank» 0.12 0.17 0.001 0.1 0.4
enough
JSC «State Savings Bank 0.12 0.19 0.02 0.08 0.41
of Ukraine» enough
JSC «Ukreximbank» 0.13 0.18 0.01 0.07 0.39
enough
PJSC JSB «Ukrgasbank» 0.13 0.28 0.02 0.07 0.5
enough

Source: calculated by the authors according to the data [10—13].

The strategy development process involves the use of strategic analysis methods. When

developing a strategy for financial security, we consider it appropriate to use the method of GAP-
analysis. In order to identify problem areas of banks, we calculate the «gaps» of the actual
indicators from the normative value of the indicators (Table 2).

The largest gaps in the level of financial security are characteristic of JSC CB «PrivatBank»
and JSC «Ukreximbank» in terms of capital and resource security, currency security and security of
income and expenses.

Table 2
Gaps between normative and actual values of functional components of financial security
of commercial banks

. Security of | Integral indicator
. Credit and .
TR Capital . Currency income and level
Banking institutions investment . . .
resources . security and of financial security
security
expenses of the bank
Standard value 0.35 0.3 0.1 0.25 1

JSC CB «PrivatBank» 0.23 0.13 0.09 0.24 0.6

ISC «State Savings Bank | 5 0.11 0.08 0.17 0.59
of Ukrainey»

JSC «Ukreximbank» 0.22 0.12 0.09 0.18 0.61

PJSC JSB «Ukrgasbank» 0.22 0.02 0.08 0.18 0.5

Source: calculated by the authors according to the data [10—13].
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Regarding the currency security of banks, its low level can be explained by the
implementation of the NBU policy of the economy dedollarization. The consequence of this policy
is a change in the preferences of depositors in favor of hryvnia deposits and a reduction in demand
for foreign currency loans [14]. These factors affect the level of financial security of all banks to the
same extent. At the same time, banks do not have the opportunity to influence these factors. That is
why we consider it inappropriate to take into account the level of currency security when
developing a strategy to ensure the bank’s financial security.

The analysis of gaps in each component of security showed that all surveyed banks are
characterized by maximum gaps in two key components of security — capital and resource security
and security of income and expenses. Therefore, the strategy of financial security should primarily
provide for the implementation of measures aimed at reducing the gaps in these components.

In order to determine the feasibility of overcoming the identified gaps by applying the
proposed strategies, it is advisable to use the methodology of game theory. Optimal strategies are
characterized by stability, ie it is not profitable for any player to deviate from their optimal strategy.

The strategy of ensuring the financial security of the bank is formed on the basis of 8 selected
variables (components) — indicators of capital and resource security of the bank and security of
income and expenses. The combination of these variables identified possible game combinations
(situations). Output payment matrices are formed for each player. The game payment matrix is a
matrix that shows the payment of one player to another, provided that the first player chooses the
strategy Ai, the second — Bi [15].

We believe that A1, B1 strategies are the strategies currently used by banks, ie all indicators of
the components of capital and resource security and security of income and expenses; A2, B2
strategies are the strategies that change the components in order to overcome strategic gaps to their
optimal level and implement the recommended strategy for financial security of the bank.

For JSC CB «Privatbank», the financial security strategy (42) will be aimed at increasing
the reliability and return on assets ratio and reducing the share of authorized capital in the bank’s
equity structure (7able 3).

Table 3
Payment matrix to determine the optimal strategic decision to overcome strategic gaps in the
components of financial security of the bank

Indicators JSC CB «PrivatBank» | JSC «Ukreximbank»
Al A2 B1 B2
Coefficient of reliability 0.21 0.35 0.07 0.35
Share of authorized capital in the bank’s equity 0.66 0.25 0.87 0.25
Equity concentration ratio 0.18 0.18 0.06 0.20
The level of time deposits in customer’s deposits 0.46 0.46 0.63 0.63
Coefficient of legal capacity of a commercial bank 0.55 0.55 1.00 1.00
Profitability ratio 0.37 0.37 0.01 0.01
Return on assets ratio 0.11 0.25 0.00 0.25
Return on equity 0.60 0.60 0.01 0.25

Source: calculated and developed by the authors according to the data [10—13].

As for JSC «Ukreximbank», in order to achieve the regulatory values, it is advisable to
improve the value of the reliability ratio, concentration of the bank’s equity, return on assets and
equity and reduce the share of authorized capital in the bank’s equity. We will make calculations to
make the optimal strategic decision to bridge the gaps for the studied banks.

The principle of choosing the most careful strategy for each party is called the minimax
principle. This principle comes from the assumption that players strive to achieve the best results
for each player. The lower value of the game a is the maximum win that can be guaranteed by
choosing one of your strategies. This strategy is called the maximum and is calculated by the
formula:

2= max;ming(q, ) - (1)
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The top value of the game B is the minimum loss that a competitor can count on when
choosing one of their strategies. This strategy is called minimax and is calculated by the formula:
B = min;max;{a;;} - (2)

If o = B = v, that is maz;min, } = min max;{a;;} = v, then the number v is called the

{ngy
value of the game. A game for which a = 3, the minimum value is equal to the maximum is called
a saddle point game.

Calculation of distances between bank positions in n-dimensional space allowed to construct
a payoft matrix (7able 4).

Table 4
Payoff matrix to determine the optimal decision on the feasibility of bridging strategic gaps
JSC «Ukreximbank»
B, B, Minimum payoff
A 0.8940 0.9711 0.8940
ISC B A, 12431 | 09132 0.9132
«PrivatBank» -
maximum loss 1.2431 0.9711

Guaranteed payoft, determined by the lower game value 4 = max (a;) = 0.9132. The game
value 4 indicates the purest strategy 42. The top game value B = min (b;) = 0.9711. Since 4 # B, i.e.
the saddle point of the game is absent, the value of the game is in the range 0.9132 <y < 0.9711.
That is, it is advisable to use mixed player strategies. It is advisable to solve linear inequalities to
determine the optimal mixed strategies. Thus, for JSC CB «Privatbank» will look like a matrix:

S, = (f-ll A2 An) ’ 3)
pl p2 pn

where Sp is an optimal strategy for JSC CB «PrivatBanky;

Al ... An — pure strategies for JSC CB «PrivatBanky;

pl ... pn — the probability of using a pure strategy.

For PJSC «State Export-Import Bank of Ukraine» the optimal mixed strategy will be in the

form of a matrix:
_ (Bl B2 Bn
> (.:;,-1 92 qn ) @
where Sgis an optimal strategy for PJSC «State Export-Import Bank of Ukrainey;
B1 ... Bn — pure strategies for PJSC «State Export-Import Bank of Ukraine»;
ql ... gn — the probability of using a pure strategy.
To determine the optimal strategy of JSC CB «PrivatBank» it is necessary to solve the
system of inequalities:
X1 +4.491 X2 > 1
1771 x;+ 1.192 x, > 1
F(x) = x; + x, — min.
The system of inequalities for PJSC «State Export-Import Bank of Ukraine» will look like
this:
n+t 1771y, < 1
4491y, +1.192y, < 1
Z(y) =N +y2 — max.

The solution of this system of inequalities is carried out by the simplex method. The results
of solving the inequalities are presented in Table 5.

The solution of linear equations made it possible to determine the optimal strategy for
overcoming strategic gaps for each bank. Thus, the current strategy, A1 strategy, is optimal for JSC
CB «PrivatBank». That is, to achieve the value of the integrated indicator of financial security at the
level of 0.96 JSC CB «PrivatBank» it is advisable to continue to use the current strategy and
develop measures to increase the profitability of the bank.
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Table 5
Determining the feasibility of using mixed strategies to bridge gaps

Bank Strategy The [frobablllty of | Value, | Optimal
choosing a strategy | games | strategy

JSC CB «PrivatBank Al 0.811 0.96 Al

«PrivatBank» A0 0.139 .
. Bl 0.142
PJSC «State Export-Import Bank of Ukraine» B) 0.858 0.96 B2

Strategy B2 is optimal for PJSC «State Export-Import Bank of Ukraine». To ensure a high
level of financial security of PJSC «State Export-Import Bank of Ukraine» it is necessary to apply a
strategy aimed at improving the reliability ratio, concentration of equity of the bank, return on
assets and equity and reduce the share of authorized capital in equity. To do this, the banking
institution must implement the following measures:

- timely forecasting and leveling of deposit activity risks;

- active implementation and use of the latest information technologies in the field of customer
attraction;

- diversification of the commercial bank resources attracting;

- restoring confidence in the bank and forming a positive image of the institution;

- prevention and avoiding of criminal acts by bank employees;

- structuring the bank’s assets according to the degree of risk and profitability.

Conclusions. Ensuring the financial security of banks is the key to ensuring the economic
security of the state. When assessing the level of financial security of the bank, it is advisable to
apply a functional approach. Which will allow to identify and timely neutralize threats in certain
areas of the bank. Ensuring a high level of financial security should be consistent within the
framework and on the basis of the developed strategy. The development and implementation of the
bank’s financial security strategy should be carried out using the GAP method (the method of
strategic gaps). The use of the GAP-method to identify the causes of deviations in the level of
financial security allows us to identify the components that have the greatest impact on the level of
financial security. Game theory was used to establish the feasibility of overcoming strategic gaps.
The application of this method makes it possible to quickly identify the causes of deviations from
the safe level of the bank and take measures to reduce gaps, and, consequently, to ensure the
financial security of the bank.
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