slloquium-journal ISSN 2520-6990

Lt
Miedzynarodowe czasopismo naukowe
: gis” ,g

e
........
™ e P ™ ™ P ™

-

ne Yy :

~ Jurisprudence
administration

INo4'(411'01) 2021

Czesc 4

4","‘:‘

“—



w7

i
{
lloquium-journal

ISSN 2520-6990
ISSN 2520-2480
Colloguium-journal Ne14 (101), 2021
Czesc 4

(Warszawa, Polska)

Redaktor naczelny - Pawet Nowak

Ewa Kowalczyk

Rada naukowa

Dorota Dobija - profesor i rachunkowosci i zarzadzania na uniwersytecie Kozminskiego

Jemielniak Dariusz - profesor dyrektor centrum naukowo-badawczego w zakresie organizacji i miejsc pracy, kierownik
katedry zarzadzania Miedzynarodowego w Ku.

Mateusz Jabtonski - politechnika Krakowska im. Tadeusza Kosciuszki.

Henryka Danuta Stryczewska — profesor, dziekan wydziatu elektrotechniki i informatyki Politechniki Lubelskiej.
Bulakh Iryna Valerievna - profesor nadzwyczajny w katedrze projektowania srodowiska architektonicznego, Kijowski
narodowy Uniwersytet budownictwa i architektury.

Leontiev Rudolf Georgievich - doktor nauk ekonomicznych, profesor wyzszej komisji atestacyjnej, gtéwny naukowiec
federalnego centrum badawczego chabarowska, dalekowschodni oddziat rosyjskiej akademii nauk

Serebrennikova Anna Valerievna - doktor prawa, profesor wydziatu prawa karnego i kryminologii uniwersytetu
Moskiewskiego M.V. Lomonosova, Rosja

Skopa Vitaliy Aleksandrovich - doktor nauk historycznych, kierownik katedry filozofii i kulturoznawstwa

Pogrebnaya Yana Vsevolodovna - doktor filologii, profesor nadzwyczajny, stawropolski paristwowy Instytut
pedagogiczny

Fanil Timeryanowicz Kuzbekov - kandydat nauk historycznych, doktor nauk filologicznych. profesor, wydziat
Dziennikarstwa, Bashgosuniversitet

Aliyev Zakir Hussein oglu - doctor of agricultural sciences, associate professor, professor of RAE academician RAPVHN
and MAEP

Kanivets Alexander Vasilievich - kandydat nauk technicznych, docent wydziatu dyscypliny inzynierii ogdlnej wydziatu
inzynierii i technologii parnstwowej akademii rolniczej w Pottawie

Yavorska-Vitkovska Monika - doktor edukacji, szkota Kuyavsky-Pomorsk w bidgoszczu, dziekan nauk o filozofii i biologii;
doktor edukacji, profesor

Chernyak Lev Pavlovich - doktor nauk technicznych, profesor, katedra technologii chemicznej materiatow
kompozytowych narodowy uniwersytet techniczny ukrainy ,Politechnika w Kijowie”

Vorona-Slivinskaya Lyubov Grigoryevna - doktor nauk ekonomicznych, profesor, St. Petersburg University of
Management Technologia i ekonomia

Voskresenskaya Elena Vladimirovna doktor prawa, kierownik Katedry Prawa Cywilnego i Ochrony Wtasnosci
Intelektualnej w dziedzinie techniki, Politechnika im. Piotra Wielkiego w Sankt Petersburgu

Tengiz Magradze - doktor filozofii w dziedzinie energetyki i elektrotechniki, Georgian Technical University, Thilisi, Gruzja
Usta-Azizova Dilnoza Ahrarovna - kandydat nauk pedagogicznych, profesor nadzwyczajny, Tashkent Pediatric Medical
Institute, Uzbekistan

GOL)S[e @iSSUU calameo m SlideShare

scholar

JNDI—ZX@ COPERNICUS A A AV OTERA
TN T ROR N AT T O N AT LIBRARY‘RU

«Colloguium-journal»
Wydawca «Interdruk» Poland, Warszawa
Annopol 4, 03-236
E-mail: info@colloquium-journal.org
http://www.colloquium-journal.org/



CONTENTS

PUBLIC ADMINISTRATION
BepzayHoe I''A., AHmoHoea H.J1.
NOSINTUKA TOCYOAPCTBA MO PA3BUTUIO TBOPYECKUX CMTOCOBHOCTEM HYENTOBEKA ..o, 4
Vergunov G.A., Antonova N.L.
STATE POLICY ON THE DEVELOPMENT OF HUMAN CREATIVITY ..eiitiriieiieieieie sttt sttt sve s 4

Caurokoe l.A., Bacunsee B./.

TOPIOBAA AEATE/IbHOCTb KAK OBBbEKT FTOCYJAPCTBEHHOTO PEIMYJIMPOBAHMUA......coieeiiiieeeeeeeeeeeee 9

Satsyukov P.A., Vasiliev V.I.

TRADE ACTIVITY AS AN OBJECT OF GOVERNMENT REGULATION ...coiiiiiiiiiiieieieeeeeeeeeeeeeeeeeeeeeeeseeesesesesesesesesesesssenens 10
JURISPRUDENCE

Kunieruk A.

MPOBAEMMU PETY/THOBAHHA MPOLEAYP BAHKPYTCTBA ...coiiiiiiiiiiitiititititititteieetetteeeeeeeeeeeeeeeeeeeeeeeeeseseseseseseseseseeees 12

Kylivhyk A.

PROBLEMS OF REGULATION OF BANKRUPTCY PROCEDURES .....cciiiiiiitiieee ettt e e e e e e s 12

Baboi A.

CYBERCRIME AS AN INTEGRAL PART OF THE DEVELOPMENT OF THE INFORMATION SOCIETY ....ccooiiieeeeeeeenee 14

Baboi V. S., Kovalchuk O. Yu.
CURRENT PROBLEMS AND DEVELOPMENT PROSPECTS ELECTRONIC GOVERNANCE IN UKRAINE ......ccovvvvvvnnennnns 22

Bacunbeea B.C., ManuHeHko 3.B.

MECTO KOHCTUTYLUMOHHOTO CYAA B 3BAKOHOOATE/IbHOM MPOUECCE POCCMNCKOWN OEAEPALMU .......... 29
Vasilyeva V.S., Malinenko E.V.

THE PLACE OF THE CONSTITUTIONAL COURT IN THE LEGISLATIVE PROCESS OF THE RUSSIAN FEDERATION ...... 29

Hedok H. M., lLapbinoesa B. A.

BMAbl MHOOPMALMOHHBIX TEXHO/TIOTUIM, UCNOJIb3YEMbBIX B TPABOBOWM CHEPE ..o, 31
Dedok N. M., Sharypova V.A.

TYPES OF INFORMATION TECHNOLOGIES USED IN THE LEGAL FIELD ...cceevviiiiiiiiiiiiiiiiiieeeieeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeens 31
Xenmsak T. I.

MOMEHT OKOHYAHUA XULWEHWA NPEOMETOB, MMEOLLNX OCOBYH LLEEHHOCTD......ccoviiiiiiiiieeeee e, 33
Zheltyak T. P.

THE MOMENT OF THE END OF THE THEFT OF ITEMS OF SPECIAL VALUE .......cuuiiiiiiiiieeieee e 33
Xenmsk T. I1.

NMPEAMET N OBBEKT XUWEHWNA MPEAMETOB, UMEKOLLNX OCOBYHO LLEHHOCTD ....cccvvviiiiiiiiiiiiiiieieeieeererevenenee 34
Zheltyak T. P.

SUBJECT AND OBJECT OF THEFT OF ITEMS OF SPECIAL VALUE .....ooeiiiiiiieeee e 34
Xenmsak T. I1.

OBbEKTUBHAA N CYBBEKTUBHAA CTOPOHA XULLEHWMA NPEAMETOB, UMEKOLLMX OCOBYIO LEHHOCTD....... 36
Zheltyak T. P.

THE OBJECTIVE AND SUBIJECTIVE SIDE OF THEFT OF ITEMS OF PARTICULAR VALUE ........coiiiiiiiiiieieee e, 36
Innawuk K.

NPOB/IEMW CTAHOBIEHHA NMPABOBOT ZIEPHABU B YKPATHI .......ovvveeeececeeeeeeeeeeeeee ettt 38
llliashyk K.

PROBLEMS OF THE FORMATION OF THE RULE OF LAW IN UKRAINE ......coeiiiiiiiieieierieeee e 38
Mangora T.V.

FEATURES OF LEGAL RESPONSIBILITY FOR VIOLATION OF LEGISLATION ON CONSUMER PROTECTION .............. 40

Overkovska T.
LEGAL PROTECTION OF LAND FROM POLLUTION ..ottt ettt et s et s e s eba e s e s s e s essbaesesaneenes 48



14 JURISPRUDENCE / «COLLOQUIUM=JOURNAL » #14(1o1), 2021

JWIIE NPaKTHKa 3aCTOCYBAHHS HOPM HOBOTO KOJEKCY
JacTh BIANOBIAb Ha MUTAHHS — YU HAJICKHUM YHHOM
3axHMIIEH] paBa TAaKUX KPEAUTOPIB y IpoLeypi OaHk-
pyTCTBa Ta SIKUM YHHOM 3a0e31e4eHi KpeUTOPH MaTH-
MYTh MOXJIMBICTh pealli3yBaTH CBOI IpaBa Ta 3axHcC-
TUTU OXOPOHIOBaHI 3aKOHOM iHTEpecH.
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CYBERCRIME AS AN INTEGRAL PART OF THE DEVELOPMENT OF THE INFORMATION
SOCIETY

Abstract.

The article analyzes the history of the formation and spread of cybercrime. The tendency of increasing cy-
bercriminal activity in Ukraine has been investigated. The reasons for the increase in cybercriminal activity have
been determined. The positive experience of foreign countries in the fight against cybercrime has been investi-
gated. The advantages and disadvantages of law enforcement in the field of cybercrimes have been investigated.

Methods of combating cybercrime activities have been determined.

Keywords: cybercrime, information society, Internet crime, cyber space, Internet.

Formulation of the problem. Since the end of the
20th century, the development of information technol-
ogy has revolutionized the field of communications,
which has become a key factor in the rise and growth
of the world economy. This phenomenon has enabled
people around the world to benefit from the conven-
ience, speed and accessibility of information transfer
and digital transactions, but also increased the risk of

damage and theft of personal data by cybercrime
groups and hackers. The problem of cyber risks at the
global level has been officially named one of the five
key threats to humanity since 2012. In the proceedings
of the World Economic Forum that year, cyber attacks
ranked fourth in the ranking of threats. In five years, the
report identified new types of cyber threats: data theft
and fraud.
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Words and phrases that scarcely existed a decade
ago are now part of our everyday language, as criminals
use new technologies to commit cyberattacks against
governments, businesses and individuals. These crimes
know no borders, either physical or virtual, cause seri-
ous harm and pose very real threats to victims world-
wide.

Cybercrime is progressing at an incredibly fast
pace, with new trends constantly emerging. Cybercrim-
inals are becoming more agile, exploiting new technol-
ogies with lightning speed, tailoring their attacks using
new methods, and cooperating with each other in ways
we have not seen before. Complex criminal networks
operate across the world, coordinating intricate attacks
in a matter of minutes. Police must therefore keep pace
with new technologies, to understand the possibilities
they create for criminals and how they can be used as
tools for fighting cybercrime.

Analysis of recent research. There are a number
of monographs, scientific articles devoted to the re-
search of cybercrime, but this issue is quite "vague™ and
needs constant study and improvement. This topic has
been studied by many scientists, in particular: N. Akh-
tyrska, Yu. Baturyn, P. Bilenchuk, O. Botvinkin, V.
Golubev, V. Gavlovsky, M. Gutsalyuk, M. Karchev-
sky, M. Kravtsova, O. Litvinov, Yu. Nizovtsev, O. Par-
filo, B. Romanyuk, O. Rosinskaya, T. Tropina and oth-
ers.

Presentation of the main material. More re-
cently, cybercrime has come to be seen on a par with
the world's greatest threats. At first glance, inconspicu-
ous, petty online fraud seems like a petty and inconspic-
uous threat and does not draw the necessary attention
to the problem.

Considering the full potential and threat in full,
one could consider the possibility of cyberattacks on
critical infrastructure, the theft of millions of dollars
from bank accounts, interference with the will of states,
and even the hacking of military systems responsible
for launching missile launchers. It is necessary to real-
ize that cybercrime is a phenomenon of international
importance. The development of cybercrime is propor-
tional to the development of computer technology and
poses a threat not only to personal property and non-
property rights of people, but also to national security.

With the rapid development of informatization in
Ukraine, a potential bridgehead for the use of computer
technology for selfish reasons. Therefore, much more
attention should be paid to the issue of cybersecurity.

Cybercrime involves gaining illegal access to or
illegal entry into a computer or illegally interfacing
with another through the use of a computer. Some cy-
bercrimes are just a new method for committing old of-
fences against property, such as theft and fraud, or
crimes against the person, such as harassment and as-
sault. Other cybercrimes are newly created offences,
enacted to respond to the computer’s ability to be used
as a conduit for unacceptable behaviour, such as phish-
ing and hacking. They are typically legislative re-
sponses to behaviour that affects government or large
corporate interests: advance fee frauds, cyber fraud
(through phishing, malware, scamming and hacking),
auction frauds, non-delivery and credit-debit card

frauds, identify theft, stock market manipulations, in-
vestment and pyramid schemes, digital extortion,
cyber-terrorism and industrial sabotage, intellectual
property infringement, and unauthorized access.

The COVID-19 pandemic renders individuals and
society extremely vulnerable in all respects. During this
crisis, we all rely more than ever on computer systems,
mobile devices and the Internet to work, communicate,
shop, share and receive information and otherwise mit-
igate the impact of social distancing. There is evidence
that malicious actors are exploiting these vulnerabilities
to their own advantage. Criminal justice authorities
need to engage in full cooperation to detect, investigate,
attribute and prosecute the above offences and bring to
justice those that exploit the COVID-19 pandemic for
their own criminal purposes.

Cybersecurity plays a significant role at the state
level. Cyber attacks often target critical infrastructure:
energy, transportation, and the banking sector. In most
cases, the price of protection is ten times cheaper than
the attack itself. Thus cybersecurity must be a priority
way for development of legal states.

The definition of "cybercrime™ was first provided
in 1983 in Paris by a group of experts from the Organ-
isation for Economic Co-operation and Development:
cybercrime is any illegal, unethical or unauthorized act
involving automated data processing or data transmis-
sion. Since then and to this day, the concept of cyber-
crime is debatable and one of the most discussed in le-
gal circles [1]. With the further development of infor-
mation technology, along with the concept of
"computer crime", the concept of "cybercrime” is grad-
ually beginning to be used. This term is a combination
of the words "cybernetics” and "crime". The term "cy-
bercrime™ became widespread after the signing of the
Cybercrime Convention by member states of the Coun-
cil of Europe and other states in 2001.

Subsequently, on 21 July 2006, the Additional
Protocol to the Convention on the Criminalization of
Racist and Xenophobic Acts Committed through Com-
puter Systems was ratified. At the same time, the term
"computer crime" is preferred in the domestic legal lit-
erature, dissertation research and normative legal acts.

In particular, the Law of Ukraine of June 19, 2003
"On the Fundamentals of National Security of Ukraine"
[2] contains the terms "computer crime™, “computer ter-
rorism™. These concepts are also applied in the Doctrine
of Information Security of Ukraine, approved by the
Decree of the President of Ukraine of July 8, 2009. In-
stead, the term "cybercrime" is already present in the
National Security Strategy of Ukraine, approved by the
Decree of the President of Ukraine of May 26, 2015.

These types of crimes have certain specifics. The
crime is carried out from anywhere on Earth, and the
victim of the crime can be hundreds and thousands of
kilometers away. The convenience of committing such
crimes is that in order to commit such a crime you only
need to have access to the Internet. With the constant
development of technology and the cheapening of com-
puter devices, the development of cybercrime is gain-
ing momentum.

In addition, the detection of such crimes is ex-
tremely difficult, and the gathering evidence in the
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course of investigative actions is quite difficult, and in
many cases - impossible. All these factors are great ad-
vantage for cybercriminals.

Regulation of cybercrime in Ukraine lags behind
the development of technology, which is an acute prob-
lem. Piracy is a favorable condition for the develop-
ment of cybercrime in Ukraine. Using pirated software,
ordinary network users serve as a tool for D-DOS
hacker attacks, transmit viruses, and unsuspectingly
hand over access to all their personal data to attackers.

That’s why its so important to provide a definition
of "cybercrime". Cybercrime is a criminal activity com-
mitted through computers and the Internet. This in-
cludes everything from downloading illegal music files
to stealing millions of dollars from online bank ac-
counts. Cybercrime also includes non-monetary
crimes, such as creating and spreading viruses on other
computers or posting confidential business information
on the Internet.

Speaking of cybercrime in the criminal aspect, cy-
bercrime can be understood as a criminally punishable
actions aimed at unauthorized interference with the
normal operation of computer networks, systems and
programs, the purpose of which is to modify or seize
computer data. In this case, the subject of the crime is a
computer, and the object - information security. In
these crimes, the instrument of the crime is a computer,
and the purpose of the crime is material gain, infringe-
ment of copyright, property, morality and public safety.

The most common and popular crimes in this area
are:

- Carding - illegal use of the card (Credit/Debit) by
unauthorized people (carder) to buy a product.

- Phishing - fraudulent actions that mislead people
in order to obtain the details of stolen payment or vir-
tual cards and passwords.

- Wishing - cybercrimes aimed at obtaining confi-
dential data of the holder, by sending spam with a re-
quest to call a certain number, and in a telephone con-
versation clarifying the confidential data of the card-
holder.

- Online fraud - the activities of fake online stores,
auctions and other sites that can mislead a person for
selfish motives;

- Piracy - illegal distribution of intellectual prop-
erty on the Internet;

- Card-sharing - providing illegal access to satel-
lite and cable television;

- Social engineering - a technology that involves
selfish management of people in the network;

- Malware - development and distribution of mali-
cious software and computer viruses;

- lllegal content - content which main purpose is
to promote extremism, terrorism, drug addiction, por-
nography and the cult of cruelty and violence.

Cybercrimes are characterized by specific fea-
tures:

- Cybercrime must be committed with an appro-
priate instrument of crime - using computer technol-
ogy;

- crimes of this classification are committed in a
specific environment - cyberspace.

Cyberspace is a computer-modulated cyberspace
that contains data about a person, phenomena, and pro-
cesses in mathematical, symbolic, or other forms. This
information is in the process of moving on local and
global computer networks, stored in the memory of any
physical or virtual device specifically designed for stor-
age, modification and transmission.

Thus, the object of unlawful encroachment are the
relations of all branches of human activity that are rep-
resented and function in cyberspace.

The first crimes committed with computers were
registered in the early 1960s, and the concept of "com-
puter crime" appeared in the American press. Despite
the lack of both forensic and legal grounds, the term
began to be used in the media, scientists, law enforce-
ment officers and more.

It should be noted that in the territory of the former
Soviet Union, the first computer crime was registered
in 1979 in Vilnius (Lithuania), where the theft caused
damage amounting to 78,584 rubles.

The first computer crime in Ukraine was commit-
ted in 1990. The program for an electronic computer,
which recalculated the Komsomol contributions of
workers of one of the industrial enterprises of Lugansk
to the current account of the district committee of the
Komsomol, was drawn up in such a way that the corre-
sponding money were deducted not only from Komso-
mol members but also from all other workers. .

Analysis of official statistical reporting data for
the last fourteen years in Ukraine makes it possible to
record a rapid trend of stable growth of cybercrime. In
2015 the number of registered cybercrimes in Ukraine
was 556, compared to 2002, which is 1753.3% more
and 33% more than the number of cybercrimes in 2014.
During the period 2002-2015, the growth rate of cyber-
crime was 107.5%. Such statistic shows the opposite of
cybercrime levels to the level of common crime in the
country. This indicates:

a) the specificity of the complex cycle of cyber-
crime, in which during 2014-2015 an important role is
played by external aggression against Ukraine in cyber-
space;

b) the lag of law enforcement capabilities from the
current level and the provision of cybercrime activity,
in particular, the nature of the fight is catching up, not
ahead in terms of preventive and jurisdictional policing.

Taking into account expert assessments and anal-
ysis of statistical data, it was found that the level of la-
tency of cybercrimes is about 95%, which allows them
to be classified as highly latent. Forming latency factors
distinguish several groups: 1) the natural latency of cy-
bercrime, according to which information about the
crime is available only to the subject of the crime; 2)
factors related to the disinterest of victims and eyewit-
nesses of the crime and their failure to apply to law en-
forcement agencies, failure to report the fact of the
crime; 3) factors related to the drawbacks of law en-
forcement agencies in terms of disinterest and rapid re-
sponse to reports of crimes: a) related to the errors of
law enforcement officers in the availability, definition
and classification of the composition; b) related to con-
cealment and non-entry in the register of crimes.
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The main share in the structure of cybercrime in
Ukraine is unauthorized interference in the operation of
computers, systems, computer networks or telecommu-
nication networks (56.5%) and unauthorized actions
with information processed in electronic computers
(computers), automated systems, computer networks or
stored on media such information committed by a per-
son who has the right to access it (31.5%). A character-
istic feature of the structure of cybercrime is a steady
increase in the share of serious crimes, which since
2008 has fluctuated at 45-59%. It was found that the
decisive role in restoring the tendency to increase the
level of cybercrime in 2015, after a certain decline in
2014, played the crimes under Art. 361 and Art. 361-2
of the Criminal Code of Ukraine. In general, in 2015
there was a positive increase in all components of cy-
bercrime, except for crimes under Art. 362 of the Crim-
inal Code of Ukraine, which is atypical given the tradi-
tionally significant share of the latter and their leading
role in determining the characteristics of the structure
of cybercrime.

Instead, starting from 2013, the growth rate of
these crimes slowed down significantly, gaining nega-
tive values in 2014 and 2015 (- 51.4% and - 57.7%, re-
spectively). Every tenth cybercrime is committed in the
group. Since 2006, there has been a downward trend in
the proportion of juveniles who have been completely
absent from cybercrime over the past five years. It has
been established that only 35-45% of registered cyber-
crimes are solved. Only 25% of identified persons ac-
cused of committing crimes in this category are con-
victed. Thus, only for every tenth crime committed in
cyberspace and registered, the perpetrators are crimi-
nally liable. It is believed that this situation is a conse-
quence of systemic dysfunctions in crime units, which
are manifested in insufficient scientific, logistical,
staffing of the cyberpolice structure and pre-trial inves-
tigation bodies [3].

Also, there is a problem of inconsistency of judi-
cial practice regarding the imposition of penalties for
cybercrimes of the nature and degree of their public
danger. After all, in the vast majority of persons whose
guilt is proven, the court is released from criminal lia-
bility, punishment or its serving (67%); among the im-
posed punishments the fine prevails; in half of the
cases, a milder punishment is imposed than provided by
law; only in a small number of cases does the court im-
pose an additional penalty in the form of confiscation
of property (3%).

Since 2015, 4,749 cases have been initiated under
Article 361, given that the number of convictions is
only 113. In 2016, thousands of Ukrainian companies
suffered from the Petya virus, but the number of written
statements about lost data to the relevant law enforce-
ment agencies was negligible, and written remain un-
answered. This indicates the small percentage of crim-
inals prosecuted under this article and the great diffi-
culty in detecting and investigating such crimes. The
increase in the detection of such crimes and the initia-
tion of criminal cases over the past few years can be
attributed to the gradual increase in the number of cyber
police officers. However, a large number of such cases
either do not reach the court or fall apart during the trial

due to insufficient evidence. This situation in our coun-
try has arisen due to insufficient staffing, lack of liter-
acy and professionalism of investigators and experts
who could properly qualify and bring cases of such cat-
egories to appropriate punishment.

Preconditions for the development and function-
ing of cybercrime are created by social factors. After
all, there are changes in the social life of society, due to
the rapid pace of technical development and scientific
modernization. Computerization is taking place and a
huge information space is being formed. Many specific
areas are moving into cyberspace, creating new rela-
tionships in the field of computer networking. And of
course, there are other opportunities for cybercrime.
We can say that cybercrime is a causal result of tech-
nical development and modernization [4].

Political factors include the government's lack of
understanding of the dangers of cybercrime and the
consequences for the state as a whole. Lack of suffi-
cient funding for research in the field of combating cy-
bercrime. Unconformity of legal support and regulation
of the pace of development of the environment of these
crimes. The current legislation lags behind the needs of
society in the field of cybercrime.

As a rule, the factors involved in the work of the
law enforcement system have an impact on the func-
tioning and development of crimes. In particular, the
imperfection of criminal and criminal procedure legis-
lation; lack of necessary knowledge in law enforcement
agencies, which simply leads to the innocence of crimes
in cyberspace; technical difficulty to offer information
threats; weak coordination of actions in combating cy-
bercrime between state and law enforcement agencies.

If we take into account the peculiarities of cyber-
crime in Ukraine depending on geographical condi-
tions, we can find that in the eastern part compared to
the western part, crime rates are higher. This is ex-
plained by the fact that industrial and technical devel-
opment prevails in the eastern regions, which is impos-
sible without the involvement of modernized infor-
mation technologies. Information technology is the
environment of cybercrime.

Analyzing the geographical features of individual
cybercrimes, we can identify a pattern - some types of
violations of the law belong to the place of commission,
mainly in large cities. For example, such crimes as: dis-
tribution or sale of specialized malware; illegal sale or
dissemination of information with limited access; car-
ried out through violation of basic rules for the protec-
tion of information and violation of established rules
for the use of computer networks or telecommunica-
tions networks.

There are the following factors that contribute to
the spread of cybercrime: low level of control over the
reproduction and distribution of computer software;
high level of latency of crimes, very low percentage of
crimes committed on a computer network become
known to law enforcement agencies; low level of theo-
retical and practical knowledge for the investigation of
crimes in the field of computer use, in the system of
computer networks and telecommunication networks;
the difficulty of opening legal proceedings in this cate-
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gory : there are more errors in the investigation of cy-
bercrime than in the investigation of traditional crimes,
because this area requires a high level of specialized
knowledge. That is, technological developments are
taking place, which links the increase in cybercrime
crimes, which are not always possible to track.

The Criminal Code of Ukraine provides for crim-
inal liability for cybercrime. These crimes are qualified
by articles: Art. 361 of the Criminal Code, Art. 361-2
of the Criminal Code, Art. 362 of the Criminal Code,
Art. 363 of the Criminal Code, Art. 363-1 CCU. Liabil-
ity is provided for crimes such as unlawful interference
with computers, various automated systems and com-
puter or communication networks; creation of mali-
cious programs for sale or distribution; if the subject of
the crime is engaged in the dissemination or sale of in-
formation that has the character of restricted access and
is stored in appropriate automated systems or electronic
media; illegal actions by a person who has access to in-
formation with limited access and is stored on elec-
tronic media or in automated systems, computer net-
works, etc .; when there is a violation of the rules of
operation of automated systems, computer networks or
telecommunication networks; when computers, auto-
mated systems, and telecommunication networks are
intentionally disrupted by the dissemination of mass
messages [5].

Unfortunately, national legislation does not suffi-
ciently meet the needs of the modern world, because it
does not contain concepts that are the starting point in
the field of information security infrastructure of the
state, which is in the process of formation.

The current CCU provides only part of the crimi-
nal acts that are common in cyberspace. Due to the
rapid modernization of the information infrastructure,
the number of crimes is increasing, changing, but not
all are responsible.

Cybercrime is also classified in other articles of
the Criminal Code:

- Part 3 of Art. 190 of the Criminal Code - fraud
committed through illegal transactions using electronic
computers;

- Art. 200 of the Criminal Code - provides for the
use of counterfeit electronic means of access to bank
accounts;

- Part 4 of Art. 301 of the Criminal Code, provides
for the sale and distribution of pornographic items us-
ing electronic computers. One of the most common
crimes in Ukraine, but unfortunately due to technical
impossibility and on the basis of corruption, the disclo-
sure of these types of crimes is low statistics.

After the adoption of the current Criminal Proce-
dure Code of Ukraine, there are many cases of classifi-
cation of crimes in the field of computer technology un-
der Art. 185 of the Criminal Code, although to a greater
extent its content relates to crimes against property [6].

Cybercrime refers to crimes, not misdemeanors.
However, this area needs detailed improvement in
Ukraine. After all, not all crimes can be classified and
immediately attributed to some category of the article
of the Criminal Code. The practical sphere is improving
at a very fast pace, which requires rapid legal improve-
ment and updating in the current legislation.

The activities of the bodies of the legal system that
ensure the fight against cybercrime are characterized by
tasks that are specific in nature and the implementation
of which should contain objective conclusions and so-
lutions.

For instance:

- to start the activities of law enforcement agen-
cies, there must be a basis, namely information or a
message about the commission of an illegal act in the
field of computer information, technology or other
crime;

- this activity can only be carried out by persons
working in law enforcement agencies, have the appro-
priate education and qualifications;

- the relevant decisions of law enforcement agen-
cies should be based only on legal grounds;

- law enforcement agencies carry out their activi-
ties to combat cybercrime only in a procedural form on
the basis of the law, any other actions not provided for
by law are unacceptable;

- legal decisions made by law enforcement agen-
cies are subject to mandatory execution by all citizens
and officials.

Law enforcement agencies, especially the Na-
tional Police, are of great importance in countering cy-
bercrime. According to the Cybersecurity Strategy of
Ukraine, the national police, as a body, refers to the cy-
bersecurity system, whose competence includes ensur-
ing human rights and freedoms, protecting the interests
of society and the state from criminal encroachments
and facilitating the investigation of such crimes. The
structural divisions of the National Police that are avail-
able in the allocation are as follows [7]:

- a subdivision of the Department of Cyberpolice,
whose specialists are authorized to counteract offenses
in the field of the computer network, in the telecommu-
nication network and crimes using electronic comput-
ers. Ukraine has ratified provisions of the Council of
Europe Convention on Cybercrime, therefore, the units
of the Cyber Police Department, therefore, are directly
obliged to carry out operational and investigative activ-
ities to counter the crimes provided for by the Conven-
tion.

The tasks of the "cyberpolice™ include the imple-
mentation of state policy in the area of countering these
crimes, timely informing the population about the de-
velopment and the emergence of new cybercrimes. And
also one of the tasks is to respond to requests from for-
eign partners that will come.

The Cyber Police Department is an interregional
territorial body. It includes structural divisions directly
subordinate to the chief on an interregional basis. These
units are:

- operational units of the National Police assist in
the manner prescribed by the current legislation in the
prevention, detection and suppression of cybercrime.
First of all, they ensure the receipt of timely infor-
mation on the commission of the relevant crimes [8]:

- subdivisions of counterintelligence protection of
the interests of the state in the field of information se-
curity, protection of the national statehood of the Secu-
rity Service of Ukraine (SSU).
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Their tasks are: prevention, disclosure and sup-
pression of crimes related to crimes against peace and
security, terrorism and crimes committed in the field of
management and economics, posing a threat to the pri-
ority interests of Ukraine. These crimes, in the context
of modernized technologies, often have a connection
with cyberspace, or are committed directly there. Espe-
cially with regard to the information sphere, interfer-
ence in which may pose a threat to the security of the
state as a whole.

The SSU has introduced the Department of Spe-
cial Telecommunication Systems and Information Pro-
tection. In this body, regulations require special spe-
cialized information protection. The information, the
use of which is carried out by departmental automated
systems, must be protected from criminal encroach-
ments. That is, the SSU has created groups that are sup-
posed to counter some specific types of cybercrimes.

Sources of information on cybercrime include:

- written and electronic messages with information
about the crime;

- inquiries and notifications of the bodies of the
legal system of foreign countries;

- materials obtained as a result of verification of
communications of citizens with whom secret coopera-
tion was carried out;

- written instructions and orders of investigators;

- other information obtained as a result of opera-
tional and search actions.

Law enforcement agencies can identify cyber-
crimes during the investigation of other qualifications
of the crime [9].

After analyzing the legal system of Ukraine, we
can conclude that the system of bodies whose powers
include the fight against cybercrime is functioning. But
if we compare with the systems of other developed
countries, then we do not have a structured mechanism
of activity in the fight against cybercrime, and also
there is no implemented specialized technology.

Our state needs a gradual transformation of the
current model to the newest human rights body. Which,
thanks to its technological capabilities, facilitate an in-
stant response to cyber threats.

And also it is necessary to develop cooperation to
combat transnational groups in cyberspace.

International cooperation is an important element
in the fight against cybercrime. After all, counteracting
at the level of individual states is very difficult and does
not reach the expected level of success. Therefore, there
is a need for organizational, scientific and legal support
in the use of computer technologies at the international
level [10].

Improvement of Ukrainian legislation should be
based on analysis and research of international experi-
ence in countering cybercrime.

The experience of combating cybercrime in for-
eign countries is much greater, because in developed
countries the technology sector is ahead of Ukraine,
that is, the development and spread of various crimes is
very characteristic [6].

This issue is under the control and focus of such
international institutions and bodies as the United Na-

tions, in particular the General Assembly, the Eco-
nomic and Social Council, the Commission on Crime
Prevention and Criminal Justice. After all, it has been
determined that these crimes pose a threat to the secu-
rity of each state, especially with regard to the infor-
mation sphere. The first international document to com-
bat cybercrime was adopted in 1990 at the European
Committee on Crime Problems of the Council of Eu-
rope and was called the "Minimum List", and provided
for such crimes as: computer forgery, fraud, illegal cop-
ying of protected computer programs and making vari-
ous topographic copies, interception of information
other. Later, this classification of crimes was amended
by the 2001 Cybercrime Convention [11].

Since 1991, in order to coordinate the activities of
law enforcement agencies, these crimes have been
identified according to the classifier of the international
criminal police and integrated into the search system,
which is automated and accessible to the units of the
National Central Bureaux of Interpol in most countries.

Among the international documents that are uni-
versal in nature, they distinguish the UN Handbook on
the Prevention and Control of Computer-related Crime,
adopted in 1995; Ten principles for combating high-
tech crime, which were adopted in 1997.

Having studied the experience of foreign coun-
tries, it should be noted that the provision of countering
cybercrime is entrusted to the existing units of law en-
forcement agencies, in particular to the police, or, nev-
ertheless, special units are created.

In countries such as Belarus, Austria, Poland,
USA, India, Norway, Shvets, Belgium, etc., the crea-
tion of special units to combat cybercrime is practiced.
The main functions of the work of these departments
will be highlighted:

- carrying out operational-search and reconnais-
sance operations

- constant monitoring to detect crimes, viruses or
dangerous software

The European Union has made a lot of efforts to
harmonize legislation to combat cybercrime in the ter-
ritory of the member states. In 2002. The law on com-
puter and computer-related crimes was passed, thanks
to which the improvement of legislation and joint co-
operation in countering cybercrime among the member
states should take place.

In 2013, the European Union's Directive on coun-
tering cyber attacks on information systems was
adopted.

In 2017, the European Commission adopted a di-
rective against fraud and other financial crimes on the
Internet.

The European Union pays special attention to the
timely response to cybercrime.

A special action plan has been developed to iden-
tify, block and eliminate cyberattacks, as well as elimi-
nate the resulting consequences. This strategy is being
implemented by the European Agency for Network and
Information Security. It is a structure that detects at-
tacks thanks to a special technical system installed to
access servers on subscriber lines. Information about
detected cybercrimes is sent to the European Center for
Cybercrime Investigation, which in turn, depending on
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the type of crime, informs the European Defense
Agency or the European Service outside of affairs [12].
That is, the European Union clearly demonstrates a
structured approach to investigation and proactive re-
sponse.

Also, the regulatory legal documents for the legal
support of the sphere of cybercrime were destroyed, in
particular: Directive No 2000/31 / EC of the European
Parliament and of the Council on certain legal aspects
of information society services, such as electronic com-
merce in the internal market, framework decision of the
Council of the European Union 2000/41 / JHA on com-
bating fraud and falsification of non-cash means of pay-
ment. Considering the experience of Canada, we can
single out one of the most important areas of police ac-
tivity - the fight against telecommuting and computer
crimes.

These crimes are handled by a police unit - the
Royal Canadian Mounted Police. The unit relies on in-
formation from the Canadian Clearing House and
works with other countries to do its work. Their work
is aimed at investigating and solving crimes related to
computers and telecommunications. There is also a sec-
tion for the protection of information technology, it is
engaged in the protection of federal state computer cen-
ters, consulting and training personnel to work with the
implementation of computer protection, and also helps
law enforcement agencies in carrying out crimes in the
field of the computer system.

There are 1,285 police departments and 1,180 spe-
cialized units in Canada. That is, sufficient staff to con-
duct quality investigations.

If we take into account the experience of the
United States, then the system has a more ramified
character. In 2007, the implementation of the Trusted
Internet Connections program was launched, thanks to
which it was planned to cybersecurity a significant part
of the information system of federal authorities and de-
partments.

The main actors in countering cybercrime in the
US government system are the National Cybersecurity
and Communications Integration Center and the Na-
tional Communications Coordination Center [13].
Upon detecting a cyberattack at the facilities of federal
authorities, security administrators of information sys-
tems are immediately warned and work begins to re-
store federal information systems. The experience of
the United States is also interesting, about the work of
the National Institute of Science and Technology,
which occupies an important place in the fight against
these crimes. The main functions of which are the de-
velopment of methodological recommendations on
cyber security and cyber security, as well as the consid-
eration of technical standards for cyber security.

So, having studied the experience of foreign coun-
tries, it can be noted that the experience of the European
Union and the United States in the development of the
sphere of cyber defense is the most useful for Ukraine.
First of all, attention should be paid to the structure of
the bodies for rapid response and investigation [14].

Due to the rapid spread of cybercrime and the low
rate of disclosure of these crimes, it is necessary to im-
plement clear and effective measures to prevent the
spread of cybercrime.

The prevention of these crimes is possible by
measures that are aimed at reducing the risk of the im-
plementation of crimes and neutralizing the harmful
consequences for society. Prevention of the spread of
cybercrime should be ensured by a complex of organi-
zational, technical, informational and technical
measures [15].

Highlight the measures that must be implemented
by law enforcement agencies, especially the Cyber Po-
lice Department:

- development of a clear program of action to com-
bat cybercrime;

- carrying out criminal preventive activities;

- strengthening of criminal responsibility for com-
mitting crimes;

- carrying out inspections by law enforcement
agencies of enterprises engaged in activities directly re-
lated to the use of computer technology;

- provision of information services in order to ex-
pose the use of illegal software;

- the establishment of a strict system of control
over the circulation of specialized technical devices
that are prohibited for use in free circulation or are re-
stricted in use;

- continuous professional development of employ-
ees of the "cyberpolice™;

- participation of workers in this area in interna-
tional seminars, conferences dedicated to the explora-
tion of problems in this area;

- implementation of government policy in the field
of cybercrime prevention;

- introduction of special software for systematiza-
tion of cyber-incidents;

- informing the public about the emergence of new
types of cybercrimes, which will help to reduce the
number of victims of cybercrime, since they were not
aware of such a possibility of such incidents;

- Amendments to the legislation of Ukraine, espe-
cially in terms of such as the legalization of electronic
evidence, which is most typical for crimes in this area;

- provision of appropriate professional training of
judges, law enforcement agencies with powers, which
include investigation and consideration of crimes in
this area.

One of the ways to prevent the spread of cyber-
crime should be the identification of persons who are
inclined to commit these crimes or have already com-
mitted similar crimes. The classifier of their behavior is
overwriting data without the need to change or delete
data, make fake records, when there are constant com-
plaints from database users about system delays and er-
rors. Often, the beginning of the commission of crimes
is the allegedly typical behavior of the employee, for
example, overtime, without objective grounds, the
work of the operator.

Necessary aspects of improving preventive activ-
ity are:

a) the embodiment of the experience of the bodies
of the legal system of foreign countries in this area;
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b) active participation in international cooperation
in solving crimes;

c) creation of comprehensive means of protection
against cyberattacks of the information resources of
state power corresponding to modern conditions, be-
cause cybercrimes can pose a threat to national security.

Some scholars point out that Ukraine needs to de-
velop an effective strategy to combat cybercrime. The
development of this Strategy would be most expedient
by the bodies of the Ministry of Internal Affairs and the
bodies of the National Police. Its main content should
include criminological forecasts, processing infor-
mation about the tendency of cybercrime, developed
strategies of action for the timely identification of these
evil-doers and elimination of their consequences.

Based on the above, it should be noted that it is
necessary to improve and introduce a mechanism for a
significant number of measures that will help reduce
the spread of cybercrime.

Conclusions. Cyberspace crime is one of the most
dynamic groups of extremely dangerous attacks today.

After analyzing international experience, we see
that in Ukraine the law enforcement system in the field
of combating cybercrime does not meet modern re-
quirements. To eliminate this deficiency, it is necessary
to improve the system of legal bodies, using the expe-
rience of developed countries. After all, artificially cre-
ating bodies whose specialists do not have the appro-
priate modern technological devices for the timely de-
tection of crimes cannot give positive dynamics. It is
also necessary to immediately improve legislation,
since in the virtual space there are already crimes that
do not even have an appropriate theoretical classifica-
tion. Then we generally cannot talk about identifying
and investigating these crimes.

Unfortunately, in modern society there is the pos-
sibility of developing and distributing information
weapons, which can lead to cyber terrorism and infor-
mation warfare. And the consequences of such an in-
formation war are unpredictable.

For Ukraine at this stage, the most typical mani-
festations of cybercrime in such areas as banking, credit
and financial.

The tendency to counteract this type of crime in
our country has been not positive for a long time. First
of all, there is a lack of a modernized legislative frame-
work and passivity on the part of the government. Pre-
viously, due attention was not paid to this area at all.

The modern world is increasingly moving into a
virtual space, convenient for public life, and, accord-
ingly, a cyberspace is created with the data of both one
person and the data of multimillion-dollar companies
that keep their information in electronic databases.

This topic is imperfectly studied in the scientific
literature, therefore, it requires constant updating and
improvement.

The relevance of this study lies in the absence of a
structured system of measures of pro-military bodies,
and a corresponding system of law enforcement agen-
cies with a clear delineation of powers for the early
identification and mitigation of the consequences of
crimes in cyberspace. Therefore, conducting research

on the schemes and methods of committing crimes in
this area is especially important.

With the development of the information society,
cybercrime also appears as an integral component.
Therefore, in order to improve the public safety of the
state, it is necessary to immediately begin work on im-
proving the sphere of countering cybercrime.
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CURRENT PROBLEMS AND DEVELOPMENT PROSPECTS ELECTRONIC GOVERNANCE IN
UKRAINE

Abstract.

The article considers the trends and directions of e-government development of Ukraine and the advantages
of its deployment. The main problems that arise at this and subsequent stages of e-government implementation are
analyzed. A comparative analysis with the leading countries in this area is done. "Narrow" months of e-govern-
ment in Ukraine were identified according to the UN E-Government Survey 2018. An assessment of the level of e-
government development in public authorities was made. The principle of a "single window" - the Unified State
Portal of Administrative Services (poslugy.gov.ua) is considered.

The importance of implementing e-government at the local level is noted. Different approaches to the imple-
mentation of e-government at the local level are described, which are outlined in terms of “smart city" (smart city),
"e-city" and "e-region". The methodology of the Civil Society Institute for evaluating the websites of local govern-
ments is considered. It is determined that the quality of information content and functionality of the website are
mandatory and necessary requirements for the development of e-government in Ukraine. The main shortcomings
of the official websites of public authorities and local governments and their search engines have been identified.
It was found that the priority of e-government development is to complete the transition to electronic document
management in the process of document preparation by ministries and interagency cooperation. Indicators of the
level of e-government in different countries in accordance with the results of the UN E-Government Survey.

Possible ways to overcome the problematic issues of e-government in Ukraine are identified: improvement
of the regulatory framework and systematization of information legislation, expansion and modernization of the
existing infrastructure of public authorities, namely computer fleet and structured cable networks.

Keywords: administrative(management) services; information society; authorities being open; Electric
Town; e-government.

Relevance and formulation of the problem. De-
velopment of e-government in Ukraine is one of the
most important aspects to improve the country, because

it lets you not only to hugely optimize budget expendi-
tures, but also to increase the speed of making manage-
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