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Takum 4MHOM, PO3paxoBaHi NMOKA3HUKH JEMOH-
CTPYIOTh HU3bKY €()EeKTHBHICTh BUKOPHUCTAHHS BHPOO-
HUYUX 3aIlaciB, HE3aI0BUTbHUH cepeqHii TepMiH mepe-
OyBaHHSI 3amaciB Ha CKJIa/li Ta IX BUKOPUCTAHHS Ta CTa-
OimpHY  ©(eKTHUBHICTb BHKOPHCTaHHSA  BIACHOTO
KaIliTaay IiampueMCTBa.

[Ilom0 MoKa3HMKIB JIKBIMHOCTI MiANPUEMCTBA, TO
BCl BOHHM BiJI0OOpakaroTh CTAOIIBHICTD Ta 3MOTY MiAM-
pPHEMCTBA IOTaCUTH CBOIO KPEIUTOPCHKY 3aboprosa-
HICTB 33 paXyHOK BJIacHUX KowTiB. [Tinnpuemcraa Mae
a0COJIOTHY JIKBIIHICTH (KOe(Ili€eHT MUTTEBOTO IOK-
PUTTS BHIIE HOPMAaTUBHOTO 3HA4YeHHs). AJie NepeBH-
IICHHSI 3HAYCHHS KOoeillieHTaMi BEpXHbOi MEXKi CBiJI-
YUTH MTPO HE3IOBIJIbHE YIIPABIiHHS aKTHUBAMH ITi IITPH-
€MCTBA 332 PaxyHOK HEpaliOHaJbHOTO HAKOIMYCHHS
3amaciB, HapoIIeHHS Ae0ITOpPChKOi 3a00pProBaHOCTI,
TOOTO NPO HEee(EKTUBHICTh BHKOPHUCTAHHS BJIACHUX
KOIITIB.

Ha ocHOBI 3aranbHONPHUHATOT MeTOmUKH [3]
HaMHU PO3paxoBaHO THUN (HiHAHCOBOTO CTaHY JiepiKaB-
HOTO mifnpueMcTBa «O94aKiBChbKe JTICOMHUCITUBCHKE TO-
CIOJIAPCTBOY», 30KpeMa BiH BU3HAYCHUIT K OC3PU3UKO-
BUH CTaH, II0 MA€ PUCH JECTAOLTI3AI[IfHOIO acleKTy
[3]. TobTo, 3aranom (hiHaHCOBHIA CTAH AEMOHCTPYE I10-
3UTHBHI IapaMETPH B aclleKTaX MPHOYTKOBOCTI, JIKBi-
THOCTI Ta (PIHAHCOBOI HE3aJICKHOCTI MiIMPHEMCTBA,
IO 3aCBiMYy€ BiICYTHICTh OyAb-SKHX O3HAK 3arpO3u
OaHKpYTCTBa HAWOMMKIUM dacoM. [ligcraBoro ms mi-
arHOCTYBAaHHSA O3HaK JecTaOiTi3alliifHOrO acleKTy
cy0’€eKTa rocrojaproBaHHs CTaJIM BiIXWICHHS BiJl HOP-
MaTHUBHHX 3Ha4€Hb y cepi Ii1oBoT akTUBHOCTI. BiaMi-
YeHO HEpaliOHAJbHICTh BUKOPHUCTAHHSI KPEIUTOPCH-
KHUX MOXJIMBOCTEH MiANPUEMCTBA, & TOMY PEKOMEHY-
€TBCSl  MIJIBUIIUTH pPiBeHb JAUIOBOI  aKTUBHOCTI,
3aJIy4YHBIIH J0JaTKOBI KOIITH, B TOMY YHCII 1 OFOIKe-
THOTO (DiHAHCYBaHHS, Ha 30UIBIICHHS 00CSTIB peaiza-
i1 IPOTYKIIii.

BucHoBxku. TakuM 4YMHOM, 3IICHEHA OIlIHKA
e(PeKTHBHOCTI CHCTEMH YIIPABIIIHHS Ha IIPUKIIAJi OKpe-
MOT'0 JIiICOrOCHOJAPCHKOrO MiANPHEMCTBA CBiJUUTh

PO HOTO MOBHY 3aJICKHICTh BiJl OFOJHKETHOTO (iHAH-
CyBaHHsI. B TOl e 4ac MO3UTHBHUMH Ha KiHEIb Tepi-
Oy JOCIIJKEHHS CIIiZl BBAKATH TaKi yIIPaBIIHCHKI 3a-
XOJH, 0 00yMOBWII Pe3yIbTaTH AiSTIBHOCTI MiIIpH-
€eMcTBa:  BimOymocs  CKOpPOYEHHS  YHCEIBHOCTI
MIEPCOHANY; CIIOCTEPITaeThCS MOSABAa YUCTOTO MPHOY-
TKY; CIIOCTEpPIraeThCs 301TbIICHHS MMOKa3HUKa (HOHIIO-
BiJsaui; e)eKTHBHE BUKOPHCTAHHS BJIACHOTO KamiTary
MATIPUEMCTBA (CIIOCTEPIracThCs picT HOro peHTadesb-
HOCTI); MIAMPUEMCTBO Mae aOCOJIOTHY JIKBIJIHICTH;
CIIOCTEPIraeThbesl TEHICHIIS 30epekeHHs (hiHaHCOBOT
He3aJIe)KHOCTI i IPHEMCTBA.

Jlo HeTaTMBHUX MO>KHA BIZHECTH TaKi yIpaBiliH-
CBKi 3aXO0[H, 0 OOYMOBHIIN Pe3yNbTaTH NisIIBHOCTI
MATPHEMCTBA: CIIOCTEPIraeThCsl 3MCHIICHHS ITOKa3-
HUKA 3apIUIaTOBIIIavi Ta BIATIOBiAHE 301JIBIICHHS O~
Ka3HHKA 3apINIATOMICTKOCTI; IEPEBUILCHHS TEMITIB PO-
cty donxry omary npami (406,4%) Hax TeMIIaMH POCTy
YHUCTOro Joxody mianpuemctsa (72,2%); cnocrepira-
€TBCSl CTPIMKHMH pICT TOKa3HHKa MPOAYKTHBHOCTI
npari 3 2016 o 2018 poku, ane Ha kiHens 2019 poky
el TOKa3HUK 3HAYHO 3MEHIINBCS; TOKa3HUK (POHI00-
30pOEHOCTI HE BIANOBia€ HOPMATUBHHM 3HAUYCHHSIM;
HU3bKa €(PEKTUBHICTHh BUKOPHCTAHHS BUPOOHHYMX 3a-
maciB (He3aIOBLTBHUHN CepenHill TepMiH mepeOyBaHHI
3amaciB Ha CKJIafi); 3HAYHE MEPEBULICHHS BEIWYMHU
ne0ITOPChKOi 3a00proBaHOCTI HAJ KPEIUTOPCHKOIO (B
3,5 pasm).
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The article is devoted to the analysis of the peculiarities of cybersecurity as an important component of infor-

mation security in Ukraine, legislative and regulatory support of this area. Some approaches to defining the essence
of cybersecurity have been investigated, taking into account the latest changes in legislation. Certain contradictions
in the current legislation on these issues are revealed, the author's definition of cybersecurity is proposed, and an
approach to understanding the relationship between cybersecurity and other components of information security
is generalized. The main disadvantages and prospects of ensuring the protection of cyberspace are indicated. It
was noted that in Ukraine, issues related to ensuring cybersecurity are defined in the Cybersecurity Strategy of
Ukraine, approved by the decision of the National Security and Defense Council of Ukraine. The concept and
nature of the emergence of cybercrimes as the main factor in the violation of cybersecurity in the country has been
substantiated.
Keywords: cyberspace, cybersecurity, information security, cybercrime, cyberterrorism.
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Problem statement. Recently, the development
of information and communication technologies (ICT),
cybernetics and the Internet has caused significant
changes in society. The spread of the Internet has
brought great social benefits to the world for many
forms of activity. These profits have become significant
for people, business, the state and society as a whole.
Today, information and communication technology
systems are integrated into all aspects of society and are
critical to its functioning. And cyberspace and technol-
ogy have become the basis for interaction between dif-
ferent sectors, both public and private, and can be con-
sidered a fundamental social infrastructure. But with
the salient advantages, you must know some of the dis-
advantages as well. This phenomenon has led to a sig-
nificant number of dangers that affect society both na-
tionally and internationally. Thus, there is a need for
mechanisms to protect cyberspace, which are described
in the national strategies of world powers, which in turn
are dedicated to ensuring its protection. Therefore, a
very important topic at the present stage is the study of
cybersecurity, as well as the justification of methods
and means of its provision as a component of infor-
mation security of the state. It will also be useful to gain
experience in the formation and implementation of
mechanisms for cyber security in Ukraine.

Goals setting. The purpose of the article is to an-
alyze and study the concept, methods and means of cy-
bersecurity as a component of information security in
Ukraine.

Analysis of recent research and publications.
Directly, the theoretical aspects, components of cyber-
security, its functions and tasks are considered in the
scientific works of many Ukrainian researchers,
namely: Bilenchuk P.D., Buryachok V.L., Butuzov
V.M., Holina V.V., Holovkin B.M., Dovhan’ O.D.,
Dubov D.V., Markiv S. 1., Myalkovs'’kyy D.V.,
Obikhod T.V., Pysarenko V.P., Stets’ V., Tarasyuk
A.V., Tolubko V.B., Tolyupa S.V., Khoroshko V.O.
and others. Along with the significant and fruitful re-
sults of scientific research in the field of cybersecurity,
there are a number of theoretical issues that need to be
deepened, clarified and concretized, the disclosure of
which will qualitatively increase the level of protection
of national cyberspace. One of such topical issues is the
development and justification of the principles and the-
oretical positions of building a theoretical model of cy-
bersecurity. But the solution to this problem, first of all,
requires clarification of the theoretical foundations of
its separation as a component of the information secu-
rity system of the state.

Presentation of the main material of the re-
search. The growing number, scale, intensity, com-
plexity of cyber incidents and cyber threats in global
cyberspace, which cannot be effectively countered by
any of the states, is one of the main factors that neces-
sitates their international cooperation in cybersecurity
and cyber defense, joining forces and means to reduce
the level of cyber threats to citizens, society and the
state [1, p. 216].

According to V.P. Pysarenko, today computer
crimes are one of the most dynamic groups of socially
dangerous encroachments. The number of these crimes

is constantly increasing, their social danger is growing.
This is due to the accelerated development of science
and technology in the field of computerization, as well
as the constant and rapid expansion of the field of com-
puter technology [2, p. 89].

Today, there are many different scientific ap-
proaches and official definitions for defining the con-
cept of "cybersecurity", which reflect the essence of cy-
bersecurity from different angles.

It is considered that the concept of "cybersecurity"
is most fully defined in the Law of Ukraine "On Basic
Principles of Cyber Security of Ukraine", approved on
05.10.2017. According to this law, cybersecurity is the
protection of vital interests of man and citizen, society
and the state during use of cyberspace, which ensures
the sustainable development of the information society
and digital communication environment, timely detec-
tion, prevention and neutralization of real and potential
threats to national security of Ukraine in cyberspace
[3].

The National Security Strategy of Ukraine pro-
vides a distinction between the concepts of cybersecu-
rity and information security, by identifying threats to
information security and threats to cybersecurity and
security of information resources. Thus, threats to in-
formation security include waging an information war
against Ukraine; lack of a holistic communication pol-
icy of the state, insufficient level of media culture of
society. Threats to cybersecurity and security of infor-
mation resources are identified in the vulnerability of
critical infrastructure, government information re-
sources to cyberattacks, as well as in the physical and
moral obsolescence of the system of protection of state
secrets and other types of information with limited ac-
cess [4].

In the "Cyber Security Strategy of Ukraine™ cyber-
security is defined as a state of protection of vital inter-
ests of man and citizen, society and the state in cyber-
space, which is achieved by comprehensive application
of a set of legal, organizational, informational measures
[5].

In NATO, cybersecurity is understood as main-
taining a state of readiness to repel potential threats of
"high intensity" and taking appropriate countermeas-
ures. Experts from the NATO Center for Cyber Defense
consider the militarization of the Internet as one of the
main and most dangerous trends in the development of
global cyberspace: "Modern military structures are
ready to use the information space as a" parallel battle-
field "in the conflicts of the future.” At the same time,
it is believed that a cyberattack "in its purest form" is
unlikely [6].

Buryachok V.L., Tolubko V.B., Khoroshko V.O.,
Tolyupa S.V. define cybersecurity as a state of protec-
tion of cyberspace of the state as a whole or individual
objects of its infrastructure from the risk of third-party
cyberspace, which ensures their sustainable develop-
ment, as well as timely detection, prevention and neu-
tralization of real and potential challenges, cyber inter-
ventions and threats to personal, corporate or national
interests [7, p. 15].
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Dubov D.V. perceives cybersecurity as a state of
protection of the interests of man and citizen, society
and the state in cyberspace [8, p. 191].

Dovgan O.D. considers the concept of cybersecu-
rity as a generalization and includes issues of security
of systems, communications and objects that are part of
cyberspace (information security, security of network
structures, Internet security, protection of critical infor-
mation infrastructure, etc.) [9, p. 86].

V. Stets notes that the concept of "cybersecurity"
is broader than security, and security is the main factor
in the formation of cybersecurity. If we turn to the most
common understanding of security in general, it is a
state where there are no threats and no danger. Threats
can be classified according to various criteria, such as
the degree of vulnerability of the object. It is clear that
to protect against more vulnerable threats, it is neces-

to save resources), that is increase and decrease the
level of protection should be carried out according to
the level of threats [10, p. 25].

Given all the above definitions, we will give our
own definition of this concept. Thus, cybersecurity is
the practical protection of systems, networks, programs
and information data from digital attacks, which are
aimed at accessing, modifying or destroying confiden-
tial information, interrupting business processes for
their own benefit. We can also say that information se-
curity is a broader concept that includes cyber security.

V.L. Buryachok, V.B. Tolubko, V.O. Khoroshko,
S.V. Tolyupa at their works identifies 3 components of
cyber security: ITS intelligence and cryptosystems of
opposing parties; cybernetic influences; protection of
own information system (fig. 1) [7, p. 15].

sary to provide greater security and vice versa (in order
Cyber effects
Intelligence of ITS and cryp- CYBERNETIC Protection of own in-
tosystems of opposing parties SECURITY formation sphere

Fig. 1. Components of cyber security

Source: [7, p. 15]

The main problems of cyber security arise for the
following reasons:

1) lack of clear awareness of the role and im-
portance of the cybersecurity component in the system
of national security;

2) definition, terminological and regulatory irreg-
ularities in the field of cybersecurity;

3) dependence of the state on software and tech-
nical products of foreign production;

4) the lack of proper coordination of the relevant
agencies, and hence the inconsistency of actions to cre-
ate certain elements of the cybersecurity system;

5) deficit in terms of methodological support and
staffing of the relevant structural units [7, p. 16].

Analyzing the approaches to the interpretation of
the concept of cybersecurity, it should be noted that the
reason for the need to introduce this concept was the
spread and increasing commission of crimes using in-
formation and communication technologies - cyber-
crime.

Cybercrime should be understood as a set of
crimes committed in cyberspace through computer sys-
tems or through the use of computer networks and other
means of access to cyberspace, within computer net-
works, as well as against computer systems, computers.
computer networks and computer data.

The term "cybercrime" is often used in conjunc-
tion with the terms "computer crime”, “crime in the
field of high (information) technology”, "high-tech
crime”. The Criminal Code of Ukraine uses the term
“"crimes in the use of electronic computers (computers),

systems and computer networks and telecommunica-
tions networks" [11].

Cybercrimes are divided into types depending on
the object, the object of encroachment, depending on
the methods of commission, and so on. The most com-
mon classification of cybercrime is currently based on
the structure of the Council of Europe Convention on
Cybercrime. This classification is a "standard", because
the available international and regional documents, as
well as scientific practice, use this division:

1) offenses against the confidentiality, integrity
and availability of computer data and systems: illegal
access - intentional access to the entire computer sys-
tem or part thereof without the right to do so for the
purpose of obtaining computer data or for other unfair
purposes; data interference, intentional damage, de-
struction, deterioration, alteration or concealment of
computer information without the right to do so; inter-
ference with the system - intentionally seriously inter-
feres with the functioning of a computer system by en-
tering, transmitting, damaging, destroying, deteriorat-
ing, replacing or concealing computer data without the
right to do so; misuse of devices, namely their manu-
facture, sale, purchase for use, distribution or provision
for use in another way;

2) computer-related offenses;

3) offenses related to the content;

4) offenses related to infringement of copyright
and related rights;

5) acts of racism and xenophobia committed with
the help of computer networks [12; thirteen].
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Today, the classification of cybercrime according
to the nature of actions on: aggressive - cyberterrorism,
threat of physical violence (for example, transmitted
via e-mail), cyberbullying, cyberstalking (illegal sexual
harassment and harassment of another person via the
Internet), child pornography with the image of children,
distribution of these materials, access to them), cyber-
bullying; non-aggressive - cyber theft, cyber vandal-
ism, cyber fraud, cyber espionage, spam and virus pro-
grams [14, p. 156].

Interesting and thorough is the opinion of infor-
mation specialist V. Butuzov, who provided his own
comprehensive list of signs of cybercrime:

A sign of classifying certain crimes in the field of
high information technology as computer is the instru-
ment of committing a crime - computer technology.
Moreover, the object of encroachment is public rela-
tions in the field of automated information processing;

A sign of classifying crimes in the field of high
information technology as cybercrime is a specific en-
vironment for committing crimes - cyberspace (the en-
vironment of computer systems and networks). Moreo-
ver, the object of criminal encroachment can be the re-
lationship of any branch of human activity, which has
its manifestation in cyberspace [15, p. 119].

It is worth noting that the object of cybercrime is
personal data, bank accounts, passwords and other per-
sonal information of both individuals and businesses
and the public sector. Cybercrime is a threat not only
nationally but also globally. The most common types of
cybercrime are also: carding, phishing, vishing, online
fraud, embezzlement, card sharing, social engineering,
software, illegal content, refilling and others [16].

All types of cyber threats arose and spread with
the development of the Internet, due to which the very
fact of cyber aggravation is a consequence of the stra-
tegic trend of using cyberspace to penetrate the social,
political and economic life of any social system.

Ukraine, like the vast majority of countries in the
world, is taking significant steps to actively develop the
information society and ensure both information and
cyber security. Of course, the fight against cybercrime
is no exception. Our state guarantees cybersecurity at
all possible levels, including legislation.

For Ukraine in the field of cybersecurity there are
only two main problems: internal and external:

1) The internal problem is that commercial entities
and individuals are not aware of cyber problems. First
of all, we need to work on the interaction between law
enforcement agencies and those commercial organiza-
tions that can provide this service to overcome prob-
lems with attacks, hacks, etc. In addition, there should
be reforms in the field of education for sufficient infor-
mational professional literacy of university graduates.
Obviously, cybersecurity experts will be able to explain
the need for cybersecurity, and will develop cybersecu-
rity services accordingly. We believe that the presence
of such specialists is important from the standpoint of
protection of state facilities, state secrets, due to the low
level of implementation of innovative technologies in
the field of protection of information of state im-
portance;

2) if we talk about foreign policy in this regard, the
protection of state facilities and state secrets should also
be supported by informational basic provisions. Of
course, there is a very good scientific school of the Se-
curity Service of Ukraine, etc. But we must pay atten-
tion to the fact that there is technical imperfection in
enterprises, and technology is known to be constantly
evolving. In this area, too, constant updates are needed
[17, p. 238].

As noted earlier, in Ukraine, issues related to
cyber security are defined in the Cyber Security Strat-
egy of Ukraine, approved by the decision of the Na-
tional Security and Defense Council of Ukraine of Jan-
uary 27, 2016 and approved by the relevant Presidential
Decree.

This Strategy determines that cybersecurity
threats are actualized due to the action of such factors,
in particular, as:

- inconsistency of the electronic communica-
tions infrastructure of the state, the level of its develop-
ment and protection with modern requirements;

- insufficient level of protection of critical infra-
structure, state electronic information resources and in-
formation, the requirement for protection of which is
established by law, from cyber threats;

- unsystematic measures of cyber protection of
critical infrastructure;

- insufficient development of organizational
and technical infrastructure for cyber security and
cyber protection of critical infrastructure and state elec-
tronic information resources;

- insufficient effectiveness of the security and
defense sector of Ukraine in counteracting cyber threats
of military, criminal, terrorist and other nature;

- insufficient level of coordination, interaction
and information exchange between the subjects of cy-
bersecurity [4].

According to the press service of the National Se-
curity and Defense Council of Ukraine, since the begin-
ning of 2020, the country has recorded about a million
cases related to cyber threats, including attempts at
WEB-attacks, DDoS-attacks, the spread of malicious
software. These include application-level network at-
tacks, network scan attempts, WEB-attack attempts,
phishing, DDoS-attacks, malware distribution, etc.
[18].

In general, the main threats to Ukraine's cyber se-
curity are:

1) the use of cyberspace for military purposes, the
creation of other states of cyber troops, cyber units in
traditional types of troops;

2) development by foreign states of new types of
cyber weapons;

3) the existence in other countries of plans for of-
fensive and reconnaissance military operations in cy-
berspace;

4) mastering by foreign special services of meth-
ods of reconnaissance and subversive activity in cyber-
space, methods of manipulation of public conscious-
ness by means of cyberspace;

5) the possibility of involving Ukraine in armed
conflicts or confrontation with other states through the
use of the national segment of cyberspace;
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6) attempts to interfere in the internal affairs of the
state (information intervention) with the use of social
networks, the spread of the cult of violence, cruelty, etc.
in the national segment of cyberspace, etc.;

7) intensification of manifestations of cyberterror-
ism;

8) the spread of cybercrime;

9) critical dependence of the national information
infrastructure on foreign manufacturers of high-tech
products, the spread of the facts of inclusion in the soft-
ware and hardware of hidden malicious functions;

10) increasing risks of man-made emergencies due
to a decrease in the level of protection of critical infor-
mation infrastructure of the state [3; 4].

Also worth noting is a well-defined system of cy-
bersecurity measures. In Ukraine, such measures are
quite broadly outlined in paragraph 4 "Priorities and di-
rections of cyber security of Ukraine" of the Cyber Se-
curity Strategy of Ukraine [5]. Thus, in accordance with
this Strategy, the fight against cybercrime will provide
for the implementation in the prescribed manner, inter
alia, the following measures:

1. Creation of an effective and convenient contact
center for reporting cases of cybercrime and fraud in
cyberspace, increasing the efficiency of responding to
cybercrime by law enforcement agencies, in particular
their regional units.

2. Improving procedural mechanisms for collect-
ing evidence in electronic form relating to crime, im-
proving the classification, methods, tools and technol-
ogies for the identification and recording of cyber-
crime, conducting expert research.

3. Introduction of blocking by operators and tele-
communication providers of a certain (identified) infor-
mation resource (information service) by a court deci-
sion.

4. Normalization of the procedure for making
mandatory instructions for telecommunications opera-
tors and providers on urgent recording and further stor-
age of computer data, storage of traffic data.

5. Settlement of the issue of the possibility of ur-
gent procedural actions in real time with the use of elec-
tronic documents and electronic digital signature.

6. Implementation of the scheme (protocol) of co-
ordination of law enforcement agencies in the fight
against cybercrime.

7. Training of judges (investigative judges), inves-
tigators and prosecutors to work with evidence related
to the crime obtained in electronic form, taking into ac-
count the specifics of cybercrime.

8. Introduction of a special procedure for remov-
ing information from telecommunications channels in
the case of cybercrime investigations.

9. Advanced training of law enforcement officers
[5].

Various indicators of implemented measures in
the field of protection of computer and telecommunica-
tion networks from cyber-attacks and creating condi-
tions for safe operation of cyberspace are evaluated and
used to monitor and compare the state of cybersecurity
in different countries in annual international rankings,
the most authoritative of which is the Global Cyberse-
curity Index. Global Cybersecurity Index, GCI) and the

National Cyber Security Index (NCSI). These cyberse-
curity indices are a kind of risk indicator for corporate,
industrial and government information infrastructure
due to the range of cyber threats.

According to the GCI-2018 rating, Ukraine took
54th place among 193 countries, rising over the last
year by 5 positions [19, p. 121]. At the same time, ex-
perts noted: progressive steps in building a legal frame-
work to guarantee the cybersecurity of the state; sus-
tainability of government initiatives to increase cyber-
security in the field of ICT; a significant improvement
in the cyber resilience of organizations over the past
year, despite more than doubling targeted cyberattacks.
However, if we compare Ukraine's performance in this
ranking with, for example, post-Soviet countries, it be-
comes clear that many of them did a much better job of
building cyber resilience, as they are significantly
ahead of us in this ranking. Thus, Lithuania took 4th
place in the overall ranking, Estonia - 5, Georgia - 18,
the Russian Federation - 26, Kazakhstan - 40, Latvia -
44, Moldova - 53 and bypassed us in the GCI-2018
ranking [19, p. 121].

On June 7, 2016, the Decree of the President of
Ukraine established the National Coordination Center
for Cyber Security - a working body of the National Se-
curity and Defense Council. The Center consists of the
head, secretary and other members of the Center. The
head of the Center is the Secretary of the National Se-
curity and Defense Council. The Secretary of the Cen-
ter is ex officio the head of the structural subdivision of
the National Security and Defense Council, which is in
charge of cybersecurity issues. Members of the Center
are the First Deputy or Deputy Minister of Defense of
Ukraine, Chief of the General Staff of the Armed
Forces, Chairman of the Security Service of Ukraine,
Head of the Foreign Intelligence Service of Ukraine,
Head of the National Police of Ukraine, Head of the
National Bank of Ukraine (by agreement). Intelligence
Department of the Administration of the State Border
Guard Service of Ukraine, Head of the State Service for
Special Communications and Information Protection of
Ukraine.

The Center should ensure coordination of the ac-
tivities of national security and defense entities of
Ukraine during the implementation of the Cyber Secu-
rity Strategy of Ukraine, increase the efficiency of the
public administration system in the formation and im-
plementation of state policy in the field of cyber secu-
rity. Therefore, analyzing its main tasks, | note that they
can also be defined as areas of state cybersecurity pol-
icy. Such areas are:

1) generalization (implementation) of interna-
tional experience in the field of cybersecurity, as our
state, like all others, does not exist in isolation, but in
close cooperation in various fields;

2) forecasting and identifying potential and real
threats in the field of cybersecurity, which will help
prevent them and facilitate the elimination of negative
CONSEqUENCES;

3) setting priorities for attracting international
technical assistance in the field of cybersecurity;
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4) study of international experience in the creation
and operation of national cybersecurity systems, its dis-
semination among organizations, institutions and estab-
lishments in accordance with its competence, monitor-
ing of its implementation in Ukraine;

5) participation in ensuring the development and
implementation by the subjects of guaranteeing cyber-
security of mechanisms for exchanging information
necessary for the organization of response to cyber-at-
tacks and cyber incidents, elimination of their factors
and negative consequences [20].

On January 25, 2018, the Situational Center for
Cyber Security was opened on the basis of the Depart-
ment of Counterintelligence Protection of the State's In-
terests in the Sphere of Information Security of the Se-
curity Service of Ukraine. The key capabilities of the
Center are a system for detecting and responding to
cyber incidents and a laboratory for computer forensics.
They will prevent cyberattacks, establish their origin,
analyze to improve counteraction.

In Ukraine, the state of cybersecurity remains
quite complex. Due to the fact that cybersecurity has
not been addressed for a long time, we currently have
high rates of Internet piracy, weak regulatory frame-
work, outdated liability for cybercrime in the Criminal
Code, weak data protection system of state importance,
a large number of cyber-attacks and more. Recently,
however, due to changes in the country and the entry
into a new level of European development, cybersecu-
rity has become perhaps the most pressing issue on
which all government officials have focused. The de-
velopment of cybersecurity in Ukraine has become a
priority in public policy. At present, it is necessary to
expand the regulatory framework, clearly structure it,
avoiding conflicts in legislation. The Criminal Code of
Ukraine in Chapter XVI needs changes and additions,
it is necessary to include the concept of cybercrime and
its types. Given that the cyber police is a fairly new
structural unit of the Ministry of Internal Affairs of
Ukraine, it is necessary to draw on the international ex-
perience of the relevant authorities of developed coun-
tries so that the work of cyber police was effective and
coordinated. Ukraine is at the stage of establishing the
highest European values, and the development of cy-
bersecurity in its territory is one of the most pressing
issues today.

Conclusions. The problem of defining and sub-
stantiating the theoretical foundations of the separation
of cybersecurity as a subsystem of information security
of Ukraine, according to the requirements of structural
and functional analysis, requires the study and classifi-
cation of information and cyber threats, elucidation of
multi functionality and multidimensionality of the sub-
ject field of information and cyber security. and identi-
fying objects in need of protection in relation to na-
tional, national, regional and global information and
cyberspace.

An analysis of existing approaches to the defini-
tion of "cybersecurity" in scientific papers and current
legislation shows that most definitions relate to the se-
curity of computer systems, telecommunications net-
works and information in them. In addition, the expedi-
ency of using the phrase "security status™ instead of just

security in the definition of cybersecurity has been
proven. Taking into account the shortcomings of the
definition of "cybersecurity" in the Law of Ukraine "On
the basic principles of cybersecurity of Ukraine™ pro-
posed an author's version of the definition, free from
redundant features and characteristics of cybersecurity.

Cybersecurity is a practical activity to protect sys-
tems, networks, programs, hardware and information
data from digital attacks, which are aimed at accessing,
modifying or destroying confidential information, in-
terrupting business processes for personal gain.

Cybersecurity is the introduction of mechanisms
to protect computer systems, networks, software and
hardware, as well as information data from unauthor-
ized access or damage to their hardware, software or
electronic data.

Ukraine, like its international counterparts, is tak-
ing gradual steps to create a secure information society
and ensure security at all levels of the cyber environ-
ment. Our state, in accordance with relevant laws and
regulations, guarantees cybersecurity at all possible
levels. The Government has developed special docu-
ments regulating activities in the field of cybersecurity
- the Cyber Security Strategy of Ukraine, the Law of
Ukraine "On Basic Principles of Cyber Security of
Ukraine".

One of the main state bodies operating in the field
of cybersecurity in Ukraine is the National Security and
Defense Council of Ukraine (NSDC). In accordance
with the Constitution of Ukraine and in the manner pre-
scribed by law, in general, the National Security and
Defense Council coordinates and controls the activities
of security and defense sector entities, including cyber-
security.

The monitoring of the level of cybersecurity of
Ukraine in the world rankings and analysis of measures
in the field of cyberspace protection showed that the
problem of effective cybersecurity requires a compre-
hensive solution and requires coordinated action at na-
tional, regional and international levels to prevent, pre-
pare, respond and repair incidents. private sector and
civil society.
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