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Abstra t — This work is devoted to the design and modeling
of code sequence generators as the basic elements of noise
immunity and cryptographic systems. The paper considers the
construction of reversible generators of code sequences, which,
although having a lower rate of operation, have a much higher
noise immunity. Designing and developing such generators
facilitates special software such as Quartus 2. This program
allows you to obtain a code sequence generator, time charts and
performance analysis.
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I. INTRODUCTION

Code sequence generators are most often used in
information technology, as the basic elements of the
diagnostics of communication systems, statistical simulation,
and design, as well as in solving mathematical problems. CSG
occupy a prominent place in modern information security
systems. Particularly important roles in this important area are
generators of pseudorandom binary sequences that used as the
basic elements of streaming data protection algorithms, as
well as for generating keys for symmetric algorithms and
pseudorandom binary rows of authentication protocols for
remote users of integrated computer and telecommunication
systems [1-4]. The basis of another component of modern
information security systems — symmetric data encryption
algorithms — are generators of pseudorandom boolean
functions and systems of functions that have specific
properties. In modern conditions, increasing the productivity
of computing systems and the ability to combine a large
number of computers to violate data protection, the problem
is an adequate increase in the reliability of information
security, including the means based on the use of CSG.

The protective functions of code sequences and Boolean
transformations are theoretically determined by the
fundamental impossibility of analytically solving the system
of nonlinear equations. This property of such transformations
underlies the use of binary sequences and boolean functions
in modern information security algorithms. Therefore, the
level of data tampering with code sequences depends on the
nonlinearity of the boolean transformations that are used when
generating such sequences. Therefore, an important reserve
for the enhancement of a wide range of information security
means is to improve the structure of the generation of
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sequences in the direction of increasing the nonlinearity of the
boolean transformations they use [5-9].

The growth of the speed of computing systems and the
speed of digital data transmission in telecommunication
networks creates more stringent requirements for the
performance of information security devices, including the
basis of which is the use of CSG: they must provide the
implementation of the formation of elements of the sequence
in the rate of data transmission [4].

Thus, at the present stage of the development of the
technology of information protection in systems and
networks, the problem of developing ways to increase the
efficiency of generating code binary sequences becomes more
relevant.

Il. THE PURPOSE AND OBJECTIVES OF THE STUDY

The aim of the work is to increase the efficiency of the
application, to protect the information in telecommunication
systems, code binary sequences by improving the hardware of
their generation and improving their characteristics, which
determine the ability to counteract unauthorized access to data
and protection against interference.

The main objectives of the study in accordance with the
stated goal are as follows:

1. To construct the main switching graph of the reverse
CSG.

2. Using the Carnot diagram, obtain the reverse oscillation
of the right-side shift (SRSI) and left-side shift (SLSI)
excitation.

3. Check the reverse code sequence generator for self-
esteem.

4. Build a complete switching graph of code sequence
generator.

5. Simulation of the work of the designed code sequence
generator in Quartus 1.

6. Determination of ways to improve software and
hardware implementation of the code sequence generator.

Methods of research are based on the theory of boolean
functions, combinatorics, computer simulation.



I1l. DESIGNING A REVERSE CSG

The design of any CSG begins with the definition of its
destination and creature polynomial. We design a reverse
oscillator generator based on the creature polynomial
x® +x* +x% +x* +1. Such a generator will produce the same
code sequence, both when shifting to the left, and when
shifting to the right with high speed.

At the next stage, it is necessary to determine with a bit of
areversible shift register. The bit size of the register should be
such that code combinations do not repeat. For a given
polynomial, the minimum bitness of the reversible shift
register, in which the code combinations without repetitions
are provided, will be n = 6. The corresponding code sequence,
in the decimal system, for the polynomial considered, will
look like 27, 55, 46, 29, 59, 54 and 45.

Based on the resulting code sequence, we will construct a
switching graph of the GCP, which shown in Fig. 1

Fig. 1. Switching graph of CSG

The next step is to get the excitation function of the shift
register [7-8]. To do this, fill out the Carnot map, for the
excitation function of the SRSI shift register, as shown in Fig.
2
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Fig. 2. Carnot Map for SRSI Offset Excitation Function

To obtain the excitation function of the shift register, you
must insert the numbers of the main switching graph (Fig. 1)
into the Carnot card, as shown in Fig. 2. The numbers are
entered so that if before the number, which is entered in the
Carnot diagram is a pair number, then in the cell under the
corresponding number is put 0, if the number is odd — 1. Next,
you must circle the maximum number of units and
unidentified states x multiple, wherem =0, 1, ..., 6.

We write the equation for the SRSI (the code shift to the
right) excitation function and rewrite this equation in the basis
of the I-NOT.

SRSl =@, +Q, +QQ, =Q.Q, +QQ, = 0., QQ.- @)

To obtain the inverse of the excitation of the SLSI (the
code shift to the right) shift reversal register, it is necessary to
replace the variables: changing the younger digits of the older
and vice versa.

QQQRQ:Q,Qs
Q:Q,Q:Q.QQ

Thus, the excitation function of the SLSI shift register (left
shift combination) will look like:

SLSI = 60 + 61 + Q465 =0Q,Q, + Q465 = Q&@- (2)

Based on the excitation functions (1) and (2), we construct
a functional scheme of the GCP, which depicted in Fig. 3. To
construct such a circuit, it is necessary to use an eight-digit
reversible shift register of RG, six single-bit MUX
multiplexers, two inverters, and four I-NOT elements.
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Fig. 3. Functional scheme of the CSG

The resulting functional scheme (Fig. 3) will act as a
reversible CSG, but before that, it is necessary to test it for
self-esteem. If the CSG will not be self-sustaining, then under
the influence of external barriers, it can exit the main and work
further in the parasitic cycle [9].

IV. CHECK CSG FOR SELF ESTEEM

Verification GCP, as a rule, carry out after receiving the
function of excitation, but in this case, it is advisable to do this
after the construction of the scheme. This allows us to see
what rather scheme the implementation of the developed
reversible CSG will have. Verification CSG to self-esteem
performed by the formula:

n-1
N <2™, (3)
N>2"

2N + Xy,

N _{Z(N —2")+x,,

N* — the decimal number of the test cycle; N — decimal
number from the test cycle; n — CSG bit size; x, — can acquire

the values 0 or 1, depending on the determined cell state in the
Carnot diagram.



Using formula (3), all the states of the reversible CSG are
checked, which do not belong to the main switching graph
(Fig. 1). In order to test for self-esteem, you need to build a
complete switch graph. To do this, we take any state outside
of the working cycle, and by formula (3) we define the next
state, but we now substitute the values of xy from the term
diagram: for those codes which, according to the minimization
performed, are units of units, xy = 1. This means that it is
necessary to check the numbers from 0 to 63 (25 = 64
combinations), except for the numbers belonging to the main
switching graph. The calculations are quite cumbersome, so
we will not bring them into this work.

Consequently, it is clear from the verification that the
designed CSG is self-sustaining since we do not have parasitic
cycles. According to the conducted self-esteem test and the
conclusions are drawn, we will construct a complete switching
graph of the reverse CSG, which depicted in Fig. 4.

V. DESIGN CSG IN GRAPHIC EDITOR QUARTUS |1

To test the performance of a designed reversing CSG it is
necessary to modify it. This can be done easily in Quartus II.
To do this, you need to create a project in which to create a
graphics file, where will be constructed scheme CSG (Fig. 5)
and vector waveform file (Fig. 6), where the timing diagrams
CSG will receive.

The construction of a reversing GCP scheme is
complicated by the fact that it is necessary to set the control
signals S [1..0] correctly, which determine which side of the
assigned code combination (exercises or left) will move. At S
=01, the shift will be provided to the right, and at S= 10 —to
the left.

Timing diagrams show that the reversible CSG works
according to the main switching graph (Fig. 1) and does not
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Fig. 4. Full switching graph of reverse CSG

1

TTRT Dollill Do J N I
—seC R i e RS
—r—— B1 instTs —L
A2 ‘NAND3
BN 74168 B2 N :
R BN W ey T |
P A nstT]
et 2 ) N B3
H — i A Lo
T T  |s QA |— Ql | Cafs.6]
S p o8 B4 — wurmr_‘:) “HE
NS YTE) 5 ch - GN ot .
9|z ab instt MULTIPLEXER —
N . at A : FAYET —
SN N Co gl ST e :
o S| G QF $——SEL | b aET|
RDREREES T a oG AT i .
o spla. s | 1 B1 T —
i s[1.0] = Ls” 50 QH ] A2 PN I I I .. MNAND2 FE
| \
R . SRR o o B B2 ' — 4}
CLRN A — N 3 T e
L = e L SN B S I e . ez e EE R
i SHIFT REG e :]}
REREEEE e el SRR FE S
i e :
stz MULTIPLEXER

Fig. 5. Implementation of a reversible CSG in Quartus Il
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Fig. 6. Time charts of the reverse CSG

go beyond its limit, neither when it is offset to the right (S =
01) nor with the shift to the left (S = 10).

A timed analysis showed that the developed reversible
CSG has a high performance and is resistant to external
impediments. Results of time analysis are shown in Fig. 7.
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CONCLUSIONS

The method of designing n-bit shifting registers with a
nonlinear feedback function for generating pseudorandom
binary sequences with a repetition period of 2" and high
characteristics of complexity and nonlinearity is developed on
the basis of the creature polynomial. Completed verification
of GCP to self-esteem. Modeling of reversing CSG in Quartus
Il is carried out. Simulation confirms the performance of a
designed reversible CSG.
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